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MicrosoftMicrosoft

Open, transparent Open, transparent 
interaction with interaction with 
customers customers 
Industry leadershipIndustry leadership
Embracing of Embracing of 
OpenOpen StandardsStandards

Predictable, Predictable, 
consistent and consistent and 
availableavailable
Easy to configure Easy to configure 
andand manage manage 
ResilientResilient
RecoverableRecoverable
ProvenProven

Secure against Secure against 
attacksattacks
Protects Protects 
confidentiality, confidentiality, 
integrity of data integrity of data 
and systemsand systems

ManageableManageable

Protects from Protects from 
unwanted unwanted 
communication communication 
Controls for Controls for 
informational informational 
privacyprivacy
Products, online Products, online 
services adhere to services adhere to 
fair information fair information 
principlesprinciples

Reducing the frequency of 
security updates
Rolling out security updates efficiently
Implementing defense-in-depth measures
Managing access in an 
extended enterprise
Better guidance to secure systems

Service Pack 2

More than 298 million copies distributedMore than 298 million copies distributed
1/3 fewer vulnerabilities; 1/2 the # of criticals 1/3 fewer vulnerabilities; 1/2 the # of criticals 
15 times less likely to be infected by malware15 times less likely to be infected by malware

Malicious Software 
Removal Tool

1.3B total executions; 177 M per month1.3B total executions; 177 M per month
Focus on most prevalent malwareFocus on most prevalent malware
Dramatically reduced the # of Dramatically reduced the # of BotBot infectionsinfections

Most popular download in Microsoft historyMost popular download in Microsoft history
Helps protect more than 18 million customersHelps protect more than 18 million customers
Great feedback from SpyNet participantsGreat feedback from SpyNet participants

As of September 2005As of September 2005

Security configuration wizardSecurity configuration wizard
More secure by design; more secure by defaultMore secure by design; more secure by default
More than 3 million downloadsMore than 3 million downloadsService Pack 1

A secure platform strengthened by security products, A secure platform strengthened by security products, 
services and guidance to help keep customers safeservices and guidance to help keep customers safe

Excellence in Excellence in 
fundamentalsfundamentals
Security Security 
innovationsinnovations

ScenarioScenario--based based 
content and toolscontent and tools
Authoritative Authoritative 
incident responseincident response

Awareness and Awareness and 
educationeducation
Collaboration Collaboration 
and partnershipand partnership
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Identity & AccessIdentity & Access
Control Control 

Threat & Vulnerability Threat & Vulnerability 
MitigationMitigation

FundamentalsFundamentals

Security Development LifecycleSecurity Development Lifecycle
Security Response CenterSecurity Response Center
Better Updates And ToolsBetter Updates And Tools

* As of August 31, 2005* As of August 31, 2005

Bulletins sinceBulletins since
TwC releaseTwC release

Service Pack 3Service Pack 3

Bulletins inBulletins in
prior periodprior period

1616

33

Bulletins 868 Days Bulletins 868 Days 
After Product ReleaseAfter Product Release

20032003

ReleasedReleased
05/31/200105/31/2001

ReleasedReleased
11/17/200311/17/2003

Bulletins 594 Days Bulletins 594 Days 
After Product ReleaseAfter Product Release

66
1111

810 Days After Product Release

69

Released
11/29/2000

Released
09/28/2003

41

Microsoft Microsoft 
Baseline Security Baseline Security 

Analyzer 2.0Analyzer 2.0

Microsoft Microsoft 
UpdateUpdate

Automatic UpdatesAutomatic Updates

Source: VendorSource: Vendor’’s Public Security Bulletins as of 9/30/2005s Public Security Bulletins as of 9/30/2005
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Source: Source: ““Security InnovationSecurity Innovation (March 2005): (March 2005): 
"Role Comparison Report: Web Server Role" "Role Comparison Report: Web Server Role" 

Source: Source: ““Security InnovationSecurity Innovation (June 2005): (June 2005): 
"Role Comparison Security Report: Database Server Role" "Role Comparison Security Report: Database Server Role" 
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Source: “Is Windows More Secure than Linux?”, Forrester, March 
2004.
NIST:  US National Institutes of Standards and Technology

Microsoft has 
lowest total

42 less high-
severity 

vulnerabilities 
than Red Hat

All Days of RiskAll Days of Risk
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Microsoft has 
fastest security 

response

Microsoft SDL is producing results
Less total and high severity vulnerabilities
Faster fixes for publicly disclosed issues

Microsoft SDL is producing resultsMicrosoft SDL is producing results
Less total and high severity vulnerabilitiesLess total and high severity vulnerabilities
Faster fixes for publicly disclosed issuesFaster fixes for publicly disclosed issues

Protect against malware and intrusionsProtect against malware and intrusions

IsolationIsolationPreventionPrevention RecoveryRecovery

Limit impact through Limit impact through 
isolationisolation

Restore to known Restore to known 
good stategood state

Stop known and Stop known and 
unknown attacksunknown attacks

AntiAnti--virusvirus
AntiAnti--spywarespyware
AntiAnti--spamspam
AntiAnti--phishingphishing

Desktop firewallDesktop firewall
IP SecIP Sec
User Account ProtectionUser Account Protection
IE EnhancementsIE Enhancements
Windows Service HardeningWindows Service Hardening
Network Access ProtectionNetwork Access Protection

System RestoreSystem Restore
Malicious Software Removal Malicious Software Removal 
ToolTool
IntellimirrorIntellimirror®®

Security Focus AreasSecurity Focus Areas
Protecting users from fraudProtecting users from fraud
Giving users better controlGiving users better control
Containing malicious softwareContaining malicious software

Key Security FeaturesKey Security Features

Phishing filter to protect against fraudulent Web SitesPhishing filter to protect against fraudulent Web Sites
Vista:  ActiveX OptVista:  ActiveX Opt--in to protect against unwanted actionsin to protect against unwanted actions
Vista:  Protected Mode to prevent malicious software Vista:  Protected Mode to prevent malicious software 

Threat & Vulnerability Threat & Vulnerability 
MitigationMitigation

Windows Services HardeningWindows Services Hardening
Windows FirewallWindows Firewall
User Account ProtectionUser Account Protection
Secure StartupSecure Startup
IPSecIPSec

Threat & Vulnerability Threat & Vulnerability 
MitigationMitigation

Prioritizes data Prioritizes data 
to help focus to help focus 
resources on resources on 

the right issuesthe right issues

Maximizes the Maximizes the 
value of value of 
existing existing 

investments investments 

Guards against Guards against 
current and current and 
emerging emerging 

malware threatsmalware threats

Provides businesses the control they need to protect Provides businesses the control they need to protect 
against current and emerging malware threatsagainst current and emerging malware threats

Threat & Vulnerability Threat & Vulnerability 
MitigationMitigation

Microsoft Antigen Line of ProductsMicrosoft Antigen Line of Products

RTM in Q2 2006RTM in Q2 2006

HighlightsHighlights
Unique multiUnique multi--engine approach for faster           engine approach for faster           
detection and broader protection  detection and broader protection  
Integrated virus and spam protectionIntegrated virus and spam protection
Integrated Microsoft AV engineIntegrated Microsoft AV engine

Threat & Vulnerability Threat & Vulnerability 
MitigationMitigation
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Frontbridge hosted Frontbridge hosted 
services for antiservices for anti--
virus and antivirus and anti--spam spam 
filteringfiltering
(for businesses)(for businesses)

ISA Server 2004ISA Server 2004
Sybari Antigen antiSybari Antigen anti--
spam and antispam and anti--virus virus 
for Email, IM and for Email, IM and 
SharePointSharePoint

Windows XPSP2Windows XPSP2
Windows Server 2003 SP1Windows Server 2003 SP1
AntiAnti--malware toolsmalware tools
Microsoft UpdateMicrosoft Update
Windows Server Windows Server 
UpdateUpdate ServicesServices

Windows OneCareWindows OneCare
(for consumers) based on (for consumers) based on 
feedbackfeedback

Microsoft Client ProtectionMicrosoft Client Protection
Microsoft Antigen AntiMicrosoft Antigen Anti--
virus and Antivirus and Anti--spam for spam for 
messaging and messaging and 
collaboration serverscollaboration servers

Windows AntiSpywareWindows AntiSpyware
Windows VistaWindows Vista

FirewallFirewall
Services HardeningServices Hardening
User Account ProtectionUser Account Protection

CurrentCurrent 2007200720062006

Next generation of  Next generation of  
services services 

Next generation of security Next generation of security 
products products 

Network Access ProtectionNetwork Access Protection
IPSec EnhancementsIPSec Enhancements
Audit Collection ServicesAudit Collection Services

Threat & Vulnerability Threat & Vulnerability 
MitigationMitigation

Access Policy Access Policy 
ManagementManagement

Trustworthy Trustworthy 
IdentityIdentity

InformationInformation
ProtectionProtection

Provide access Provide access 
based on policybased on policy

Protect dataProtect data
throughout its throughout its 

lifecyclelifecycle

Ensure users are Ensure users are 
who they claim who they claim 
to be; manage to be; manage 

identity lifecycleidentity lifecycle

Directory ServicesDirectory Services
Lifecycle ManagementLifecycle Management
Strong AuthenticationStrong Authentication
Federated IdentityFederated Identity
Certificate ServicesCertificate Services

RoleRole--based Access Controlbased Access Control
Audit Collections ServicesAudit Collections Services
Group Policy Management Group Policy Management 
ConsoleConsole

Rights Management ServicesRights Management Services
Encryption ServicesEncryption Services
Secure Protocols and Secure Protocols and 
ChannelsChannels
BackBack--up and Recovery up and Recovery 
ServicesServices

Allow only legitimate users secure, policyAllow only legitimate users secure, policy--based  based  
access to machines, applications and dataaccess to machines, applications and data

Digital certificate Digital certificate 
and smart card and smart card 
lifecycle lifecycle 
managementmanagement
Windows Server Windows Server 
and Active and Active 
Directory as Directory as 
thethe platform platform 
forfor identity identity 
andand accessaccess

Identity & AccessIdentity & Access
Control Control 
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Windows Server 2003Windows Server 2003
Microsoft Identity Microsoft Identity 
Integration Server 2003Integration Server 2003
Smart Card Support Smart Card Support 

Windows Server 2003Windows Server 2003
Active Directory with Active Directory with 
Group PolicyGroup Policy
VPN AccessVPN Access

Certificate AuthorityCertificate Authority
Federation ServicesFederation Services
Microsoft Identity Integration Microsoft Identity Integration 
Services Services 

Windows VistaWindows Vista
User Account User Account 
ProtectionProtection
Pervasive KerberosPervasive Kerberos
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Windows Rights Windows Rights 
Management ServicesManagement Services
Data Protection Data Protection 
Manager 2006Manager 2006

Rights Management Rights Management 
Services  Services  

CurrentCurrent 20062006 20072007
Improved smart cardImproved smart card
supportsupport

Windows VistaWindows Vista
Secure startupSecure startup
Full Volume EncryptionFull Volume Encryption
RMS Client RMS Client 
EFS ImprovementsEFS Improvements

Authorization ManagerAuthorization Manager
User Account Protection User Account Protection 

Identity & AccessIdentity & Access
Control Control 

www.microsoft.com/security/guidancewww.microsoft.com/security/guidance
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Strong community of security partners working together Strong community of security partners working together 
Enabling interoperability & integration between Enabling interoperability & integration between 
applications & platformapplications & platform
Providing customers with a breadth of AllianceProviding customers with a breadth of Alliance--based based 
security solutionssecurity solutions

Industry partners working together to improve Industry partners working together to improve 
platform securityplatform security
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Over 1,500 IT ProOver 1,500 IT Pro’’s visited security content on Microsoft.coms visited security content on Microsoft.com

250 customers downloaded Windows Server 2003 SP1250 customers downloaded Windows Server 2003 SP1

Over 50,000 users ran the Malicious Software Removal ToolOver 50,000 users ran the Malicious Software Removal Tool
2 instances of the Sasser worm were removed 2 instances of the Sasser worm were removed 
149 Bot infections were found and removed149 Bot infections were found and removed

Over 18,000 additional users installed the Windows AntiSpyware BOver 18,000 additional users installed the Windows AntiSpyware Betaeta

~7,500 pieces of spyware and other potentially unwanted software~7,500 pieces of spyware and other potentially unwanted software were removedwere removed

Over 2,250 IT ProOver 2,250 IT Pro’’s visited security content on Microsoft.coms visited security content on Microsoft.com

375 customers downloaded Windows Server 2003 SP1375 customers downloaded Windows Server 2003 SP1

Over 75,000 users ran the Malicious Software Removal ToolOver 75,000 users ran the Malicious Software Removal Tool
3 instances of the Sasser worm were removed 3 instances of the Sasser worm were removed 
223 Bot infections were found and removed223 Bot infections were found and removed

Over 27,000 additional users installed the Windows AntiSpyware BOver 27,000 additional users installed the Windows AntiSpyware Betaeta

~11,250 pieces of spyware and other potentially unwanted softwar~11,250 pieces of spyware and other potentially unwanted software were removede were removed

Over 4,500 IT ProOver 4,500 IT Pro’’s visited security content on Microsoft.coms visited security content on Microsoft.com

750 customers downloaded Windows Server 2003 SP1750 customers downloaded Windows Server 2003 SP1

Over 150,000 users ran the Malicious Software Removal ToolOver 150,000 users ran the Malicious Software Removal Tool
6 instances of the Sasser worm were removed 6 instances of the Sasser worm were removed 
445 Bot infections were found and removed445 Bot infections were found and removed

Over 54,000 additional users installed the Windows AntiSpyware BOver 54,000 additional users installed the Windows AntiSpyware Betaeta

~22,500 pieces of spyware and other potentially unwanted softwar~22,500 pieces of spyware and other potentially unwanted software were e were 
removedremoved


