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Security solution

* Network Access Quarantine

Only in Windows Server 2008 Control included in Server 2003

Only in Vista
Very complicated
Expensive

Resource Kit

- Based only on DHCP
technology

* Need a totally new AD, built
from scratch.



Using Network Access Protection

Not policy
compliant

Policy
compliant:




Scenarions

Verifying health state of:

* roaming laptops

* desktop computers

* visiting laptops

* unmanaged home computers

* terminal server gateway clients



Interoparability Features and

Benefits

® More than 100 Security and Network
Partners

® Trusted Computing Group - TNC
® Cisco NAC

® Juniper Networks UAC

® Single Client

® Mac and Linux Clients



Network Access Protection
Benefits
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Enhanced Security

e All communications are RO|
Health and authenticated, authorized & healthy

P.O “C.y ¢ Defense-in-depth on your terms
Validation with DHCP, VPN, IPsec, 802.1X . Healthy
’ ® Policy-based access that IT Pros Endpoints
Defense at can set and control Connect
Multiple
Layers . - Leverage |
Increased Business Existing
RISK Value Investments
Level ® Preserves user productivity

® Extends existing investments in
Microsoft and 3rd party infrastructure

Broad industry partnership ’




NAP Benefits

Built-in client

Flexible
enforcement

3rd party
enforcement

Health
assessment

User
experience

Management

Support
Windows Vista, XP

DHCP, VPN, 802.1x,
Terminal Services,
Server and Domain
isolation

All major switch /
router / firewall / VPN

SMS, WUS,
SecurityCenter, 3

party

Integrated with Vista
glass. Branding
supported.

Integration with SMS,
AD, Group Policy and
MOM for client, server
and service operations

Benefit

< No need to deployl/license 3™ party client
< Updates via WUS / WSUS / SMS

® Works with today’s & tomorrow’s networks
® Enables risk-benefit trade offs

Customers can use any network or security
infrastructure vendor

® Seamless integration with Windows
infrastructure

® Works with any AV, patch or endpoint
security solution

Polished look and feel tailored for the
customer environment

Complete policy based administration and
operation



Microsoft

Your potential. Our passion.”



CISCO SWITCHES CISCO ACS
AND ROUTERS (NETWORK ACCESS)
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EAP-FAST OVER B02.1X OR RADIUS
UDF CARRYIMNG THE LIST OF
SoHs OR A HEALTH CERTIFICATE

STSTEM HEALTH AGEM TS

EAP-FAST

EAP HOST
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Ei.I-F"_nP':: EMEMT HEALTH REGISTRATION
AUTHORITY (HRA) MICROSOFT NPS

CLIEMT
(SYSTEM HEALTH)
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SUPPLICAMT

POLICY
SERYERS




