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Varför Security Governance ?  

Swedish Network Users Society
• Öka förståelsen för nätverksteknik och -användande i Sverige.
• Driva på utvecklingen vad gäller samtrafik och samverkan.
• Testa vad som fungerar i verkligheten sprida kunskap och 
erfarenheter.

Niklas Gerdin
Senior Security Advisor
CISSP, CISA, CISM
Email: niklas.gerdin@flisanetwork.com

 Flisa Network AB
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Varför Security Governance ?

 Business versus SecurityBusiness versus Security
 Business PerspectiveBusiness Perspective
 Security PerspectiveSecurity Perspective
 Risk ManagementRisk Management

 Technical Security ArchitectureTechnical Security Architecture
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Varför Security Governance ?

 Business PerspectiveBusiness Perspective
 Business strategyBusiness strategy
   Industry analyst reports (Gartner, IDC etc..)Industry analyst reports (Gartner, IDC etc..)
   Business impact assessmentBusiness impact assessment
   Business risk analysisBusiness risk analysis
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Varför Security Governance ?

 Security PerspectiveSecurity Perspective
 Security incidentsSecurity incidents
 Security strategySecurity strategy
 Security architectureSecurity architecture
 Audit reportsAudit reports
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Varför Security Governance ?

 Risk Management (Business & Security)Risk Management (Business & Security)
 ThreatsThreats

 capabilities, intentscapabilities, intents
 VulernabilitiesVulernabilities

 Technical – HumanTechnical – Human
 OrganizationOrganization
 StructureStructure

 ConsequencesConsequences
 Brand – Value, Time – CostsBrand – Value, Time – Costs

 How-to process Risks ?How-to process Risks ?
 Accept – Transfer – Mitigate – AvoidAccept – Transfer – Mitigate – Avoid
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Varför Security Governance ?

 Security ArchitectureSecurity Architecture
 Deter, Prevent, Detect, React and AdaptDeter, Prevent, Detect, React and Adapt

 How can we achieve a strong security control How can we achieve a strong security control 
environment using NAC, UAC and NAP?environment using NAC, UAC and NAP?
 What can the suppliers of S/W and H/W  do for What can the suppliers of S/W and H/W  do for 

you?you?
Avslutande debatt och frågestund tillsammans 

samtliga talare
 Bli medlem i SNUS 250 SEK/år 
 Besök vår monter…


