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Infoblox

IPv6 and Core Network Services:
An Acquisition Guide

Infoblox core network services
appliances provide a utility-grade
platform for IPvé name services.

© 2007 Infoblox Inc. All Rights Reserved.
A ———



o ®

Core Network Services — %
The “Glue” Between Networks and Applications |nf0bl0X **

MSFT AD Web CRM E-Commerce IP Tel ERP Messaging

‘ *\
-gele
-

NAMING ADDRESSING IP ADDRESS MGMNT

Core Network (DNS) (DHCP) (IPAM)

Services

FILE DELIVERY AUTHENTICATION TIME
(TFTP / HTTP) (RADIUS) (NTP)

Ve
N

Routing IDS WAN Switching Wireless Firewalls

i © 2007 Infoblox Inc. All Rights Reserved.



®

~’
Infoblox Automates Core Network Services Infoblox :::
_—  — —,———_—_—_———

\
DNS DHCP IPAM RADIUS FTP/TFTP/HTTP NTP MORE...
Infoblox &2
» Integrated core network services on hardened appliances
= Central management and control
* Enhance existing infrastructure, or build a new one
. SIMPLIFY FORTIFY SAVE )
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Infoblox Grid Technology Provides an Integrated,
Resilient Core Network Services Platform

Grid: A collection of member
appliances running one or more
services (DNS, DHCP, RADIUS, File
Delivery, etc.)
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Coordinated by a grid master
\ S
\4
( )
Sharing a distributed database
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Communicating via an SSL VPN
. J
\VA4
4 Provides: )
- Centralized visibility and control
- Backup and restore
- Monitoring and reporting
\_ Failover and disaster recovery )
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Infoblox approach to IPv6 Infoblox ’.‘
_

= The Infoblox approach has been to integrate IPv6 in  to the very core of the
product

— Not an “add-on”
— Included in the core product, no additional licenses
— All dialogs that accept v4 also accept v6 (with error checking)

» integration with DNS, DHCP and IPAM

— Phase |

* AAAA records

* ip6.arpa zone
— Phase ll

e Dual IPv4 / IPv6 network stack

* DNS configured to listen on IPv6
— Phase Il

» |Pv6 Host and Bulk Host support
— Phase IV

* |Pv6 IPAM
« DHCP v6
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Overview of DNS and IPv6 Infoblox ":
_——

» The volume of IPv6 addresses along with the lengtho  f the address
demands better tools for DNS

— Forward zone has AAAA record instead of IPv4 A record
— PTR records are in the ip6.arpa zone instead of in-addr.arpa

$ dig @10.34.1.30 test-v6.100.net azaa

;; QUESTION SECTION:
;test-v6.100.net. IN  AAAA

:: ANSWER SECTION:
test-v6.100.net. 28800 IN  AAAA feB0::20d:93ff:fef0:694e

$ dig -x feB80::020d:93ff:fef0:694e @10.34.1.30

;; QUESTION SECTION:
;.4.9.6.0.f.ef.f.f.3.9.d.0.2.0.0.0.0.0.0.0.0.0.0.0.0.0.0.8.ef.ip6.arpa. IN PTR

;s ANSWER SECTION:
e.4.9.6.0.f.ef.f.f.3.9.d.0.2.0.0.0.0.0.0.0.0.0.0.0.0.0.0.8.e.f.ip6.arpa. 28800 IN PTR test-v6.100.net.
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Implications of IPv6 on DNS InfObIOX ’.‘
_——————

= Maintaining a forward and reverse mapping for IPv6 usi ng vi(1) on
db files won’t scale

— What are the chances you will mistake a digit in a PTR record when you
type hundreds of these:

€4.9.6.0.f.ef.f.f.3.9.d.0.2.0.0.0.0.0.0.0.0.0.0.0.0.0.0.8.ef.ip6.ar pa

* Need easier ways to maintain forward and reverse mappi  ngs
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Infoblox sz

IPv6 AAAA

5 Grid Manager; admin@10.34,41,254 =T
File Edit Toolz WView ‘Window Help

= =

% IDGid | & ons | 3 DHCP and IPAM £k AAR =3 File Distribution i Administrators Q_ Global Search

Infoblox &

DS Member s Q = B records 52 O\ =H

e i Filter |al Record Got
'
= [aa] Infoblox Views feer grords o
= MF J . + Narme: Type Yalue Comment
- s e | E';, NS Record ib-10-34-41-254.infoblox.com  Auto-created by Add Zone
Add Forward-Mapping Zone  » _ (i Foo-ipve ABAARecord  FeB0::2008
% [ 1Pv4 Revs ey o "oobar 4 Record 192.168.1.10
Remove test,com BulkHost. .
' NS(A) Records., ..
Wiew Properties A Record...
AALA Record. . .
Edit Properties CNAME Record
Copy Zone Records, .. DNAME Record...
Report Inwalid Recards. .. SAVR i
< b
)] 1) astonpace:
h ?
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IPVv6 ip6.arpa

% Grid Manager: admin@10.34.41.254

File Edit Tools

Big

&0 Grid |[E ons |53 DHCP and IRAM 45 AdA

Wiew  Window  Help

=4 File Distribution .i Administrators O\ alobal Search

B Infob DS Members |

c:j:’: 8 ”_ﬁ Recards Sﬂq_

Mame

= E Infoblox Views
= B2 default
= Forward-Mapping Zones
[ Be: kest.com
i IPv4 Reverse-Mapping Zones
=] IPv6 Reverse-Mapping Zones
= 4% 0.0,0,0,0,0.0.0,0.0,0,0,0.8.e.F.ip6.arpa
44 0.0.0.0.0.0.0.0.0,0.0.0.0.0.0.0.0.0.8

.e.F.ipE.arps

Type

Authoritative

Authoritative
Aukharitative
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s
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Infoblox

Filker |.0.II Records

L | o ko |
+ Marie Type Yalue
€=1.0,0.0.0.0.0.0.0.0.0 PTR Record rouker-vé
£=2.0,0,0,0.0,0,0,0,0,0 PTR. Record host1

£

[

[ | == ] [ <a J [ -5 J [ | J Last on page:
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IPv6 Dual-Stack Network Addresses Infoblox :E:

A *Edit iB-10-34-41-254 infoblo:, com (100 Grid Membet) X =

= |Pv6 addresses maintained S 5
across HA failover : !

» ID Mode Properties

Hast Mame | ib-10-34-41-254.infoblox, com |
(WP Address | 10.34.41,754 |
Subnit Mask 555, 255,255,
y TR |
Enable IPva =
(TP Address | Fed0::2010 |
CIDR Prefis
o Gateway | FeB0:2001 |
Commenk | |
H& Pair
Wirtual Router ID |29 |

Warning: Wirtual rouker 1D must be unique For the local network.

B3
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Auto generated NS Records InfOblOX p<

% Grid Manager; admin@10.34.41.253 M=
File Edit Tools. Yiew MWindow Help
E‘ e " Infoblox &

S oeid |[E oS | 30HP and PAM 43 A4S = File Distribution (0 Administrators € Global Search

T Infoblox Views 52 . DS Members | , > =i m @ =0

Mariz Type : |
= @ s Filker |.ﬁ.|| Records ¥ | Goto | |
2 E default + | Mame Type Yalug Canmment
= Forward-Mapping Zones -~ Y N5 Record gridl.infoblox.com Auto-created by add Zone
i B infoblox.com Authoritative IT:.'I_; NS Record 3. infoblosx, canm Auto-created by Add Zone
B Bet test.com Authoritative = gridi A Record 10.34.41.253 Auto-created by Add Zone
& IPv4 Reverse-Mapping Zones [ gridi &404 Record 2001 ::251 Auto-created by Add Zone
& IPwE Reverse-Mapping Zones [ ns3 AAAA Record  2001::1934 Auto-created by Add Zone

gridl is Internal with
both IPv4 and IPv6 Auto-Generate NS

Records for both
ns3 is external with Internal and external
IPv6 only IPv4 and IPv6 hosts

l | = l [ e ][ e H:>>| ] Lask on page:
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Integrated IPv6 Infoblox o

. A *Edik b-10-34-41-254 infoblox cam (Member DNS Properties) X Sl
» Dialog boxes and , 3
. b General N
options for DNS are _
F Views
the same for IPv4 and | - oo ivancione
I PV6 Cwerride ID grid zone transfer settings
el et
allove zone transfers to -
Address Type Address Metmask Permission
IP Address e :Z00%3 Al
Metwork, fed0: ;2100 64 Allcwy T
IP Addres 192.168.1.10 Allavs iy
i 10,0.0.0 255.0.0.0 Allowy =
Ramove
/ Nowe up
Mowe dawn
i_ 111]} | l, i
Allow T5IG zone transfers for
oy
Madify..
Remove
]
5 r
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External Primary

=% Grid Manager: adminz10.34.41.254
File Edit Tools Wiew ‘Window Help

*@

Infoblox sz

Bi=1F3

$ T Infoblox &
S IDanid |[Eons | =2 DHCP and IPAM £ AAA =4 File Distribution  JJ Administrators €L Global Search
'd_+ *#add Forward Authoritative Zane (1) X =S
~
Marme | becondary . company . com | =
Type Authoritative
Commenk | |
[ misable this zone
M5 Group |N|:une - |
= Primary Server Assignment
ID Grid Prirnary Mame select mamber, ., Steaslth
Use external primaries
External Primaries
MName Address Use TSIia Eew name Use DMSone 2.2 TSIG  Stealth
nsl-ext.comp... Fe30::Z2006 False false false "
Madify ..
Remove
Mowve up
Move down
B
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hSaGraups Infoblox s
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= NS Groups allow the admin to simplify and automate management of
groups of name servers

Can include both v4 and v6 servers

External Secondaries

Mame address Ilse TSIG ke Mame Use DMSone Zx T5IG . Stealth

wans1.external,.com 2001;:fFe0l False False False
vensz . exkernal.com 2001::fe0z False False False
wadns1.external,.com 192.163.1.4 False False False
wadnsz . exkernal.caom 192.165.1.5 False False False

[
([
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Troubleshooting tools Infoblox fji
-

I nfobl ox > ping

Synopsi s:

ping [ hostname | ip_address ] [ opt ]
--[ opt ] is any of

nuneri cal (avoi d DNS | ookups)
from <src_addr> (use src_addr as source address)
v6 (1 Pv6 host nane)

I nf obl ox > traceroute

Synopsi s:
traceroute [ hostnane | ip_address | [ opt ]
--[ opt ] is any of
nuneri cal (avoi d DNS | ookups)
from<src_addr> (use src_addr as source address)
| CvP (use I CVP ECHO i nst ead of UDP)
v6 (1 Pv6 host nane)

14 © 2007 Infoblox Inc. All Rights Reserved.
e ——————



<5
&>

Troubleshooting tools InfOblOX ’;:
_—  — —,———_—_—_———

I nfobl ox > dig @ ocal host i nfobl ox.com ns

;o ANSWER SECTI ON:

i nf obl ox. com 28800 I'N NS gridl.infobl ox.com
i nf obl ox. com 28800 I'N NS ns3. i nf obl ox. com
;; ADDI TI ONAL SECTI ON

ns3. i nfobl ox. com 28800 I N AAAA 2001::1934
gridl.infobl ox.com 28800 I'N A 10. 34. 41. 253
gridl.infobl ox.com 28800 I'N AAAA 2001:: 251

I nfobl ox > dig @ocal host ns3.infobl ox. com aaaa

;5 QUESTI ON SECTI ON:
' ns3. i nfobl ox.com I N AAAA

. ANSVEER SECTI ON:
ns3. i nf obl ox. com 28800 I N AAAA 2001::1934
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IPv6 Host Objects Infoblox o;oﬁ
-_— e

= Host objects are a “container” that has both forward re cords (A),
reverse records (PTR) and aliases (CNAME)

= Host Objects link the records so that changes in the f orward zone
are automatically propagated to the reverse
— Don’t have errors typing A and PTR
— Don’t have errors forgetting to maintain both

Infoblox Host Record (Data Model)

Hetwork object Reverse zone ohject Forward zone ohject
Mame: 10.65.20.0/24 || Mame: 20.65.10.in-addr. arpa Mame: corp100.com

& ) Host object Device Classification

" i
| |
i ) . —p | Hoztmame: servl 4= | Device Tvpe: &ppServer '
i 1;0;3;‘::;:1%'}:;&;5 ; Comment: MKETG server Location: Santa Clara, Cé i
: f=RiFA RN , i

|| MAC Address: 00:11:25:2F:70:B9 1‘ mag“‘i?':t”g‘zgnwz e
: DMS Yiews & record, PTR record c . tE ' ;cﬁd N |
o ; ustom1: data i

E DHZP Wiew: DHCP Fixed &ddress Host alias object Custom?: more data !
i SNS Wi hCNIme - Customd: even more data i
] ame: techmktz corplUll.com Customd: .. i
: Leaend Customb: ... :
| = Refarence l
| i
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Summary Buyer’s Guide for IPv6 Infoblox ."
_

= Vendor Criteria
— Committed to IPv6: solid current implementation and roadmap
— Provide a complete integration
— No additional costs or limitations

» Technical Criteria
— IPv6 should be completely integrated
— Anything with a v4 address should also be configurable with a v6 address

— Need a way to “bind” the forward and reverse records DNS records to avoid
mistakes and errors
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Infoblox

Infoblox core network services

appliances provide a utility-grade
platform for IPvé name services.
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