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DNSSec

Ulrich Wisser
Developer
.SE Internet Infrastructure Foundation
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User Interface

.Se ‘ DomainManager

Customer service Help pages Lojout

Account

Logged in: Wiww Publisher Domain Wisser- Se

Customer number; 79620921
/
|"I
m Contacts Hameseruvers DHSSEC History
Start page
General information about the selected domain name is shown below, If vou want to
view more detailed information or change something, zuch az adding or remowing a

contact or changing the name server, click on one of the tabs above.

Contact information
Payment notification Information
Account settings Domain name wisser.se
Haolder WORLD WIDE WEB PUELISHER ULRICH WSS [wwwpubﬂ?lj’g—ﬂﬂﬂﬂu
Messages Status Active
Date created 2003-04-24
Search tools \
Cue date 2009-04-24 / 3
Bulk change Selected registrar Loopia AB !

Select a registrar

Cancel the domain Cancel DNS5EC service

See help section Print




.Se ‘ DomainManager

Customer service Help papes ng':uut I"'-

st - Domain  wisser.se

Customer number: 794620921

Overview Contacts Hameservers DHSSEC History m
Start page
The listing below contains the DMAS5EC keys linked to your domain, If you want to
publizh kews in the .ze zone, or unpublish prevdously published ones, please check or

uncheck thoze kevs and click "Update ke list",

Contact information

Maote that this can only be made if vou are Holder, Technical contact or Administrative

Payment notification contact for the domain name,

Account settings Status Key tag Algorithm  Fingerprint (SHA-1) Key type
Publizhed 3622 RSASSHA1 |R7443ECEFNRERIE7EZE  KSK

Hessages | ]

Mon publishable 38967 RSA/SHA-1 |A55575759D7F4D51A5! 5K

Search tools

Mon publishable 63357 RSASSHA- i?BADDFSAB?B4?FBEE?FI Z5K

Bulk change

Update key list ” Reset ]

See help section Print
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User Interface

Domain wisser.se

s
", ra
Overview Contacts Hameservrers DHSSEC History

The listing below contains the DRSSEC kews linked to wvour domain, If wvou want to

publizh kews in the .= zone, or unpublizsh previouzly published onesz, please check or
uncheck thaoze kews and click "Lpdate kew list".

Mote that this can onlwy be made if wou are Holder, Technical contact or Administrative
contact for the domain name.

Status Key tag Algorithm Fingerprint {(SHA-1} Key type
Publizhed 22 REASSHA-1 |5?443ECEFDEEE}35?52,&| K5k
Mon publizhable 3897 RSASSHA-1 |AEEEE?EE?EECD?F4D5‘IAE| 5k

Lone kew flag i= set.

The secure entry point [SEP] flag iz not set.
The protocol iz versian 3.

The algorthm iz correct.

The zone iz zigned.

The algorthm iz conzidered secure.

Krnown algorthm.

Bitz 0-& and 5-14 iz zero.

Mon publizhable &3357 RSASSHA-1 [ 7RANDOFIABTS47FBEZ7F Z5k

[ _lpdate kew list ][ Feset ]
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User Interface

Domain wisser.se

r
" o~
Ovrerview Contacts Hameservers DHSSEC History

The listing below contains the DMS5EC kews linked to wour domain. If wou want to

publizh kews in the =2 zone, or unpublizsh previouslks published ones, pleaze check or
urncheck thoze kews and click "Update kew list",

FMote that thiz can only be made if wou are Holder, Technical contact or &dministrative
contact for the domain name.

Status Key tag Algorithmn Fingerprint (SHA-1) HKey type

Published 3322 REASSHA-1  [5E7443ECSFNEER3IS7ER S KSK

fone kev flag i= =et.

The secure entry point (SEP] flag i= not =et.
The protocal i= wversion 3.

The alzorthm iz carrect.

The zane iz zigned.

The alzorthm iz caonzidered zecure.

Krown algzarthm.

Bitz 0-56 and 8-14 iz zero.

Mon publishable 38987 RSasSHA-1 |A55EE?E|?EEC:D?F4D51AE| 5k

II

Mon publishable &3357 RSasSHA-1 |?3ADDF3AB?34?FBEE?F| Z5K

[ pdate ke list ][ Feset ]
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User Interface

.se ‘ DomalnManager Cu.stomer service Help pages Lr.l!g"::ut I'"-

N

Account

Logged in: Wi Publisher Domain Wisser.se

Customer number: THEZ0921
Overview Contacts Hameservers DHSSEC m
Start page
m The history for the zelected domain name is listed below.

Type Event Object Date
Contact information

DRSSEC Added keytag: 33622 Alzorithm: 2008-05-15 10:22:24
Payment notification DkSSEC Removed all DNSSEC kews 2008-05-15 10:22:24
S ecount setings DMSSEC Remowved all DMSSEC keys 2008-05-15 10:22:23

DRSSEC Reactivated DRS5EC service 2008-05-15 10:22:23
Messages

Mameserver Added dnsszec. loopia.ze 2008-05-15 0%9:44:17
Search tools Mameserver Added dnzsecl. loopia.se 2008-05-15 09:44:17

Mamezerver Removed nz3. loopia.ze 2008-05-15 09:44: 17
Bulk change

Mameserver Remowed nzd. loopia.se 2008-05-15 09:44:17

Domain wisser.se 2008-04-10 Os:51:28

Domain wisser.se 2007-04-11 0&:37:03

- IR

FPozt 1 - 10 [of totally 12 entres).

See help section Print
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Trust is good,
control is better.

o Key exchange needs trust and control
e Reuse existing trust channels

o Use DNS for key control

e Provide extended security
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Key Control

e The Zone Key flag must be set (Bit 7).

e The Secure Entry Point flag must be set (Bit 15).

e The other bits of the flag field should be zero.

e Protocol must be "3".

e The algorithm must be not be marked as reserved (0, 255).
e The key must sign all keys in the zone.

o Algorithm RSA/MD5 (1) shouldn't be used.

e Algorithm should be known (1-5).

e The algorithm should be RSA/SHA-1 (5). se
»
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Extended security

e Passwords are weak

e Password recovery through emall

e Provide alternative (more secure) login process
o Use digital certificates for identification

Problems
e Login is part of the application
e Building in several login processes makes login complex.

e Complex software => more errors se
@




Sign in

Login

Request lngin information
Create account

About DomainManager

IDH converter

With customer number and password With certificate |

Customer service Help Fi;ges I'.'-,\
Login

Certificate-based loging do not require a password; a valid certificate from an approved

provider iz sufficient. Currently, Cheert iz the only provider approved bw L 5E,

(i) Motice: You will need to have a certificate from Chcert installed to be able to
login,

Form to login with certificate

Lagin with cerificate

To get a certificate, 2o to wwaw, cacert.orz and follow the instrucions.

See help zection

h
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Identity provider

Service Provider Identity Provider
@ External 4 WAYF #
HS —
Username/ User
pamord database
ACS +AR | B AA
; . S—
Password Account SAML Security Assertion Markup Language
check selector IdP |dentity Provider
SP Service Provider
L eﬁ?ﬂg;ﬁi;:;d -« ACS Assertion Consumer Services
> WAYF Where Are You From
l AR Attribute Requestor
HS Handle Service
T AA Attribute Authority

SSO Single-Sign On
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EXxperiences

e Only supports CACert

o |dP Software is really, really complex

o XMLsig handling is not fully supported

o Certificate handling between IdP and SP
e Hard to monitor IdP, certificates

o Customer support "doesn’t get it”

o If it works, it's perfect! © - se
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Thank you!

Ulrich Wisser
Developer
.SE Internet Infrastructure Foundation

.SE
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