
The open source tool 
ZKT



Joakim Åhlund



Open source

• Smaller tool

• Starting ground

• Further development and implementation



Obstacles

• Tools needed

• Complexity

• Preferably cheap or free



What’s out there

• ZKT

• DNSSEC-Tools

• DISI



ZKT

• Wrapper around BIND

• Automator for frequent tasks

• RFC5011



What ZKT does

• Create and manage keys

• Sign and resign zones



#   dnssec-zkt options
Zonedir:                "."
Recursive:          True
PrintTime:          False
PrintAge:                True
LeftJustify:          False

#   zone specific values
ResignInterval:   2d# (172800 seconds)
Sigvalidity:          6d# (518400 seconds)
Max_TTL:          8h# (28800 seconds)
Propagation:          5m# (300 seconds)
KEY_TTL:          1h# (3600 seconds)
Serialformat:          incremental

#   signing key parameters
KSK_lifetime:         60d # (5184000 seconds)
KSK_algo:          RSASHA1 # (Algorithm ID 5)
KSK_bits:          1300
KSK_randfile:         "/dev/urandom"
ZSK_lifetime:           2w # (1209600 seconds)
ZSK_algo:          RSASHA1 # (Algorithm ID 5)
ZSK_bits:          512
ZSK_randfile:         "/dev/urandom"

#   dnssec-signer options
LogFile:                 "zkt.log"
LogLevel:                debug
SyslogFacility:         USER
SyslogLevel:          notice
VerboseLog:          2
Keyfile:                 "dnskey.db"
Zonefile:                "zone.db"
KeySetDir:          "../keysets"
DLV_Domain:     ""
Sig_Pseudorand:   True
Distribute_Cmd:   "./dist.sh"



How to use it

• Command line

• dnssec-zkt

• dnssec-signer

• rndc reload



Considerations

• Security

• Keys are on disk

• Hidden master setup?



Help?

• Holger Zuleger

• Certezza AB



Links

• http://www.hznet.de/dns/zkt/

• https://www.iis.se/products/sednssec2/
introductionZKT
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Thanks!

joakim@certezza.net
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