
Parasitekonomin på 
Internet

11.00 - 12.30



Dagens meny

• Pengar och parasiter - hur hänger det samman? 
(Stefan Görling, KTH)

• Rouge- och Zlob Applikationer och deras 
ekonomiska inverkan. (Albin Bodahl, Lavasoft)

• Möjliga motmedel: Ryktessystem och 
avtalsgranskning (Martin Boldt, BTH)

• Diskussion - Finns det hopp?



Pengar och parasiter
hur hänger det samman?

Stefan Görling, KTH



1. Transaktioner
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Affiliateprogram
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Ett exempel
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http://clk.tradedoubler.com/click?
p=21&a=1214467&g=16159034

 = 4.5-7% provision till Stefan

http://clk.tradedoubler.com/click?p=21&a=1214467&g=16159034
http://clk.tradedoubler.com/click?p=21&a=1214467&g=16159034
http://clk.tradedoubler.com/click?p=21&a=1214467&g=16159034
http://clk.tradedoubler.com/click?p=21&a=1214467&g=16159034
http://clk.tradedoubler.com/click?p=21&a=1214467&g=16159034
http://clk.tradedoubler.com/click?p=21&a=1214467&g=16159034
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Hur funkar det?
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http://www.godhandling.se/redirect.php?c=1069&r=http://
clk.tradedoubler.com/click?

p=362&a=1289300&g=11847167&epi=d4e1cb3c9fd7b0974
bad235511647428

In: 4,5-7%
Donera: 2,5%
Kvar: 2-4,5%

En god handling

http://www.godhandling.se/redirect.php?c=1069&r=http://clk.tradedoubler.com/click?p=362&a=1289300&g=11847167&epi=d4e1cb3c9fd7b0974bad235511647428
http://www.godhandling.se/redirect.php?c=1069&r=http://clk.tradedoubler.com/click?p=362&a=1289300&g=11847167&epi=d4e1cb3c9fd7b0974bad235511647428
http://www.godhandling.se/redirect.php?c=1069&r=http://clk.tradedoubler.com/click?p=362&a=1289300&g=11847167&epi=d4e1cb3c9fd7b0974bad235511647428
http://www.godhandling.se/redirect.php?c=1069&r=http://clk.tradedoubler.com/click?p=362&a=1289300&g=11847167&epi=d4e1cb3c9fd7b0974bad235511647428
http://www.godhandling.se/redirect.php?c=1069&r=http://clk.tradedoubler.com/click?p=362&a=1289300&g=11847167&epi=d4e1cb3c9fd7b0974bad235511647428
http://www.godhandling.se/redirect.php?c=1069&r=http://clk.tradedoubler.com/click?p=362&a=1289300&g=11847167&epi=d4e1cb3c9fd7b0974bad235511647428
http://www.godhandling.se/redirect.php?c=1069&r=http://clk.tradedoubler.com/click?p=362&a=1289300&g=11847167&epi=d4e1cb3c9fd7b0974bad235511647428
http://www.godhandling.se/redirect.php?c=1069&r=http://clk.tradedoubler.com/click?p=362&a=1289300&g=11847167&epi=d4e1cb3c9fd7b0974bad235511647428


2. The attention 
economy



Domainers

http://money.cnn.com/magazines/business2/business2_archive/2007/06/01/100050989/

• De största aktörerna äger 300 000 - 
1000 000 domännamn.

• "I don't like to work," Schwartz says, almost yelling 
as if to convince everyone within earshot that they're 
fools if they do. "I figure any moron in the world can 
generate work for themselves and tie up their time. I 
have one laptop, no employees, and no product 
whatsoever--none! This is magic." Magic, he claims, 
that's earning him $2 million a year. 

http://money.cnn.com/magazines/business2/business2_archive/2007/06/01/100050989/
http://money.cnn.com/magazines/business2/business2_archive/2007/06/01/100050989/


Ändrat beteende
• Felstavade domännamn

•



Uppmärksamhet = $$$

http://money.cnn.com/magazines/business2/business2_archive/2007/06/01/100050989/

http://money.cnn.com/magazines/business2/business2_archive/2007/06/01/100050989/
http://money.cnn.com/magazines/business2/business2_archive/2007/06/01/100050989/


3. Parasiterna

 “The parasite is a microbe, an insidious infection that 
takes without giving and weakens without killing.” 

Michel Serres, The Parasite



Hur ser det ut?

• Två typer av affärsmodeller

• Computer controlling

• User controlling



User Controlling

• Parasiter som försöker påverka användaren

• Byter DNS-servrar för ökad kontroll

• Skriver om Affiliate-programslänkar

• Ser till att du går till Bokus istf. Adlibris



Ändrat beteende
• Felstavade domännamn

•



Ändrat beteende
• Felstavade domännamn

•



Ändrat beteende

• Felstavade domännamn

•



Ändrat beteende



Spam samma sak

http://www.viruslist.com/en/analysis?pubid=204791940

http://www.viruslist.com/en/analysis?pubid=204791940
http://www.viruslist.com/en/analysis?pubid=204791940


Computer Controlling
• Parasiter som infekterar och tar kontroll över 

dator (BOTNets)

• Affärsplattform för DDOS, Hemsidor, SPAM, 
Phishing, etc.

• Fjärrstyrs via IRC eller P2P-nätverk

• Konkurrens mellan olika “företag”

• De största har/har haft mellan 1-10 miljoner 
datorer

• Trots många datorer, fortfarande flaskhals.



D-DOS

http://rbnexploit.blogspot.com/2008/02/rbn-extortion-and-denial-of-service.html

http://rbnexploit.blogspot.com/2008/02/rbn-extortion-and-denial-of-service.html
http://rbnexploit.blogspot.com/2008/02/rbn-extortion-and-denial-of-service.html


Vertikalt integrerade 
helhetslösningar



3. Men hur får man in 
dem?



Social-Engineering

http://sunbeltblog.blogspot.com/2007/10/seen-on-myspace-very-realistic-fake.html

http://sunbeltblog.blogspot.com/2007/10/seen-on-myspace-very-realistic-fake.html
http://sunbeltblog.blogspot.com/2007/10/seen-on-myspace-very-realistic-fake.html


Social-Engineering

http://sunbeltblog.blogspot.com/2007/10/seen-on-myspace-very-realistic-fake.html

http://sunbeltblog.blogspot.com/2007/10/seen-on-myspace-very-realistic-fake.html
http://sunbeltblog.blogspot.com/2007/10/seen-on-myspace-very-realistic-fake.html


Drive-By Downloads

http://rbnexploit.blogspot.com/2007/11/rbn-google-search-exploits.html

http://rbnexploit.blogspot.com/2007/11/rbn-google-search-exploits.html
http://rbnexploit.blogspot.com/2007/11/rbn-google-search-exploits.html


Tack!

• Uppmärksamhet går att omsätta i pengar.


