Parasitekonomin pa
Internet

11.00 - 12.30




Dagens meny

Pengar och parasiter - hur hanger det samman?
(Stefan Gorling, KTH)

Rouge- och Zlob Applikationer och deras
ekonomiska inverkan. (Albin Bodahl, Lavasoft)

Mojliga motmedel: Ryktessystem och
avtalsgranskning (Martin Boldt, BTH)

Diskussion - Finns det hopp?




Pengar och parasiter

hur hanger det samman!?

Stefan Gorling, KTH
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' ® O O GodHandling - Handla fran CDON, Bokus och 100 andra internetbutiker och samtidigt stodja valgorenhet och din vilgérenhetsorgansiation!

@) : ) ') (E) (?) h‘j E ( [ ][ http://www.godhandling.se// 1: v )= ( v ' Google Q)

m |~ (I Recently Bookmarked v How Can $220,000 ...  Marinerad flaskfile, ... Cappuccinotarta - A... Experterna: Fragor &... Inside a Managed Sp...

SHOPPINGGALLERIAN DAR DINA GodHandling.se

KOP BLIR TILL LIV R B S BN S

Valkommen! Vem gr na?

TR

Vi tycker att det ska vara enkelt att handla och fa
vilgorenhet pa kopet. Hir kan du shoppa fran Sa har fungerar det!
over 130 valkanda natbutiker, det gar alltid
pengar till den organisation du vill stodja. Det
kostar inte dig ndgonting extra.

Borja med att vilja den

Vi arbetar standigt med att utveckla Godhandling.se. vilgérenhetsorganisation du vill stédja

Var ambition ar att hela tiden géra det sa enkelt och
anvandarvanligt som majlig.

Darfor kommer Godhandling.se att se lite annorlunda Klicka pa den butik du vill handla fran

ut inom kort, men det ar anda precis som vanligt. Vi

har lyssnat pa manga som handlar hos oss. En dndring “Jag koper alla mina skivor,
vi gor ar att du férst kommer att kunna valja vad du bocker och resor via

vill handla och sedan vélja vilken organisation som far godhandling.se.Ett utmarkt
pengarna. Ménga villl ha det sa. Det kommer Handla som vanligt, kopet registreras och satt att kunna stédja pa
fortfarande att sta tydligt hur mycket av ditt kép som foretaget skanker en del av summan till kop jag dnda tankt att
skanks till den organisation du valjer innan du handlar. den valgoérenhetsorganisation du har valt. gora."

Alla organisationer kommer alltid att vara godkanda - Stefan Andersson
90-konton och du kan vara helt saker pa att dina musiker
pengar kommer fram.

Tack for att du handlar pa Godhandling.se. Det raddar
manga liv, och det ar just darfor denna sidan finns.

Har under hittar du ALLA organisationer som du kan stodja!




VALKOMMEN TILL SHOPPINGGALLERIAN SOM STC")DJER
Afrikagrupperna

GodHandling.se

« Shoppinggallerian dir dina kdp blir till liv -

Start Om GodHandling Butiker Tipsa en van Nyhetsbrev Organisationer Kundservice

Du har valt att stodja:

ika

Vem gor nytta?

Afrikagruppernas kategorier:

Resor
Skrivare

Annonsering
Blommor/Presenter

Bocker
Datorer

Elektronik Halsa
Film/Musik Klader

GRUPPERNA

Blackpatroner

Datorspel

Foto
Hotell

Kontaktllnser

Skénhet

Butiker
Butiker for foretag

Sportbutiker
Tidningar

Deiting

Ekonomi Hyrbil

Las mer om
Afrikagrupperna

Har ser ni de senaste
kopen som genererat
pengar till
Afrikagrupperna:

. Cint 8,00 kr
. GodHandling 5,00 kr
. Euroflorist 57,00 kr
. Bokus 12,48 kr
. Cint 8,00 kr
. GodHandling 5,00 kr
. Cint 5,00 kr
. Cint 38,00 kr

. GodHandling 5,00 kr
0. Cint 14,00 kr

Observera att det kan ta
upp till 48 timmar innan képet
syns i denna lista.

Avdelning: Bocker

“Jag koper alla mina skivor,
bocker och resor via
godhandling.se.Ett utmarkt
satt att kunna stdédja pa
kop jag dnda tankt att
goéra."

Bokus

BIINGABOCKER!
NDIPA :

bokus.com

- Stefan Andersson
musiker

BESOK BUTIKEN

2 9{”

Kanonerbjudanden

———————

Afrikagrupperna far
> 2,5% av ordervardet

Kontaktlinser




Affiliateprogram

-

®0 0 TradeDoubler - Prestationsbaserad digital marknadsféring

@ @ H E L) ' http://www.tradedoubler.se/pan/cms

w v ). ( ' “Google

L (. Recently Bookmarked * How Can $220,000 ...  Marinerad fliskfilé, ..  Cappuccinotarta - A...  Experterna: Fragor &.. Inside a Managed Sp...

ind / sprél '_Sverige/Svenska @ ﬁ

= TradeDoubler

Market like you mean it hem omoss produkter tjanster

td Talk

(Pay-per-callnatverk)

N . . Generera malst
s

TradeDOUbler Annonsorer

Lat oss introducera td Integral -
TradeDoublers cross-media marketing
platform

Spéra, analysera och optimera dver hela
spektrumet av online media med td Intergral.
Fanga kundens rorelsebeteende mellan
affiliate-, stkords- och bannerannonsering
med var nya kraftfulla “cross-media marketing
plattform” som kombinerar fordelarna bdde
med td Toolbox och Searchware4.

rieting platform

Kontakta tdtechsales@tradedoubler.com fér
mer information.

annonsorer  publishers  portfolio press investerare = karridr

ta)) Talk

Pay-per-call network

Inloggning

Registrerade anvandare

oopan|

Ga med i vart natverk!

Bli en publisher




Ett exempel

x@‘\TradeDoubler

Market like you mean it

SOK

Sl

e

INSTALLNINGAR

ANNONSHANTERING

RAPPORTER

Mina rapporter

Detaljerad kontobalans

Mina program

Utbetalning

Oversiktsrapport

Programoversikt: Bokus
Din status: Ej ansokt

Programoversikt: Bokus

Site name : | TullKoll

Inte bekraftad

Besok webbplatsen : http://www.bokus.com/se/

Annonseffektivitet

Totala transaktioner
méanadsvis

OVRIGA RAPPORTER

INFORMATION

Programinformation

Ersattning

Standard-segment : General

UB SEK |0,00

KONTAKTA 0SS

Bok 4,50 %

Film 4,50 %

Spel 4,50 %

Bok_nykund 7,00 %

Spel_nykund 7,00 %

Film_nykund 7,00 %

Betalningsinformation
Forbetalning : Ja

Teknisk information

» Bokus FAQ

ProgramlID : 362

Ditt sitelD : 1214776
Cookie-tid : 30 dagar
Antal grafiska element : 30
Keywordpolicy : Begransat
Implementation Type : G2

Programmets prestation
Program average time : 0,00

Ads average time : 0,00

Kontakt

»
Kontakta TradeDoubler

Bonus- och segment-stegestatus
Bonusmal : Nej
Segment-stege : Ja




http://clk.tradedoubler.com/click?
p=21&a=1214467&g=16159034
= 4.5-7% provision till Stefan

®Oo0 . TradeDoubler -

@ ( http://www.tradedoubler.com/pan/alnfoCenterLinkInfo.action?programld=21&geld=1615930 N D

Adlibris

http://clk.tx ar.com/click?p=21&a=1214776&g=16159304 (testa lanken)
Om du har flera webbsidor ar det viktigt att kontrollera sa att ditt site-id (a=1214776) ar korrekt.

Rakna antalet visningar och fa ersattning for iLead och iSale

Om du aven vill se statistik dver antalet visningar och klickfrekvens maste du anvanda en annan kod. Denna k
visningar genom att visa en liten osynlig bild (1x1 pixel). Denna kod gor det dven majligt att fa ersattning geno
<a href="http://clk.tradedoubler.com/click?p=21&a=1214776&g=16159304" target=" blank">adli
<script type="text/javascript'>

var uri = "http://impse.tradedoubler.com/imp?type(inv)g(16159304)a(1214776)
(Math.random()).substraing (2, 11);

gocument.write( <img sSIc= Tural «

Klar



http://clk.tradedoubler.com/click?p=21&a=1214467&g=16159034
http://clk.tradedoubler.com/click?p=21&a=1214467&g=16159034
http://clk.tradedoubler.com/click?p=21&a=1214467&g=16159034
http://clk.tradedoubler.com/click?p=21&a=1214467&g=16159034
http://clk.tradedoubler.com/click?p=21&a=1214467&g=16159034
http://clk.tradedoubler.com/click?p=21&a=1214467&g=16159034

Hur funkar det?

Foretag A

Besoker webbsit
g%@%g esoker webbsite

FRTHS i "sAld" 1
m%: }ST}:SEIP :@Z; Blir "sald" till

el |
S

Webbsurfare

Mellanhand

Séljer vidare till

Foretag B




http://www.godhandling.se/redirect.php?c=1069&r=http://
clk.tradedoubler.com/click?

p=3628&a=12893008&g=| 1847 | 67&epi=d4e | cb3c9fd7b097
bad2355 1 647428

VALKOMMEN TILL SHOPPINGGALLERIAN SOM ST6D]ER : .
Afrikagrupperna GodHandllng.se

« Shoppinggallerian dir dina kdp blir till liv -

Start Om GodHandling " Butiker Tipsa en van Nyhetsbrev Organisationer Kundservice . I . 5 70/
n. 4, -/ /0

Du har valt att stodja: Vem gor nytta?

Afrikagruppernas kategorier: ¥ D n e ra ° 5 O/

® ‘ 0 ° 2 ) (o
Annonsering Bocker Elektronik alsa Resor Al -t

I Blommor/Presenter Datorer Film/Musik Klader Skrivare

GRUPPERNA Blackpatroner Datorspel Foto Kontaktlinser Skénhet ; k ° o
Butiker Deiting Hotell Mobil Sportbutiker . va, r . =T, (o)

Butiker for foretag Ekonomi Hyrbil Natspel Tidningar

Las mer om
Afrikagrupperna

Har ser ni de senaste

kopen som genererat - - ; .
pengar till Jag koper alla mina skivor,

[
memee « EN €O handlin
i godhandling.se.Ett utmarkt
. Cint _ 8,00 kr - satt att kunna stédja pa

- S:fol:lzr:;ltmg Sg,gg ::: g]y]__m BOGKER @ kop jag anda tankt att

. Bokus 12,48 kr ) . HAN DI__A FRAKTFRITT! bokus.com gors.

. Cint 8,00 kr - - - Stefan Andersson

Avdelning: Bocker

musiker
. Cint 5,00 kr BESOK BUTIKEN

. Cint 38,00 kr -
. GodHandling 5,00 kr Kanonerbjudanden -

1
2
3
4
5
6. GodHandling 5,00 kr
7
8
9
1

0. Cint 14,00 kr Afrikagrupperna far

(\r |
Observera att det kan ta 2 5 OO) > 2,5% AV ordervardet Komktlinser
upp till 48 timmar innan képet » pé n ate't'

syns i denna lista.



http://www.godhandling.se/redirect.php?c=1069&r=http://clk.tradedoubler.com/click?p=362&a=1289300&g=11847167&epi=d4e1cb3c9fd7b0974bad235511647428
http://www.godhandling.se/redirect.php?c=1069&r=http://clk.tradedoubler.com/click?p=362&a=1289300&g=11847167&epi=d4e1cb3c9fd7b0974bad235511647428
http://www.godhandling.se/redirect.php?c=1069&r=http://clk.tradedoubler.com/click?p=362&a=1289300&g=11847167&epi=d4e1cb3c9fd7b0974bad235511647428
http://www.godhandling.se/redirect.php?c=1069&r=http://clk.tradedoubler.com/click?p=362&a=1289300&g=11847167&epi=d4e1cb3c9fd7b0974bad235511647428
http://www.godhandling.se/redirect.php?c=1069&r=http://clk.tradedoubler.com/click?p=362&a=1289300&g=11847167&epi=d4e1cb3c9fd7b0974bad235511647428
http://www.godhandling.se/redirect.php?c=1069&r=http://clk.tradedoubler.com/click?p=362&a=1289300&g=11847167&epi=d4e1cb3c9fd7b0974bad235511647428
http://www.godhandling.se/redirect.php?c=1069&r=http://clk.tradedoubler.com/click?p=362&a=1289300&g=11847167&epi=d4e1cb3c9fd7b0974bad235511647428
http://www.godhandling.se/redirect.php?c=1069&r=http://clk.tradedoubler.com/click?p=362&a=1289300&g=11847167&epi=d4e1cb3c9fd7b0974bad235511647428

2. The attention

economy




THE OTHER DOTCOM
BOOM

Much like Web 2.0, the domain-name

business exploded after the keyword hd

advertising monetized the net. OI ' l: ] I n e I |S
1

Number of registered domain names
(in millions)

B .com

B et

I org
nfo

B .biz
B .us

paR=tl, @ De storsta aktorerna ager 300 000 -
- s 1000 000 domannamn.,

“I don"t like to work,"” Schwartz says, almost yelling

as if to convince everyone within earshot that they're
fools if they do."l figure any moron in the world can
generate work for themselves and tie up their time. |
have one laptop, no employees, and no product
whatsoever--none! This is magic." Magic, he claims,
that's earning him $2 million a year.

http://money.cnn.com/magazines/business2/business2_archive/2007/06/01/100050989/



http://money.cnn.com/magazines/business2/business2_archive/2007/06/01/100050989/
http://money.cnn.com/magazines/business2/business2_archive/2007/06/01/100050989/

Untitled Document

(] [ http://www.expresen.se/ w7 ¥ )= [[C]*( 2arch insteQ

Domanen ar till salu. 500 - 800 unika besokare per dag. (statistik finns)

Seriost intresserad? Maila ett bud genom att klicka har.

Annonser:

Ar bl3 en sofistikerad farg?

Tyck till i Sveriges storsta undersckning om farg.
Alla deltagare far ta del av resultatet och 3r med i utlottningen av biobiljetter.
Klicka for att komma till undersaékningen.
(Undersékningen tar cirka 5-10 minuter)

-
(\SI9Moied g Fargbarometern

www.fargbarometern.se




THE MOTHER OF
ALLTYPOS

How Ham and Cameroon team up to

| profit from a simple slip of the finger. | U P P m a rl(sa m h et — $ $ $

User enters a domain =T T A . . e
name directly into his owftware Com

browser’s address bar . ° h E @ (J http: / /www.sowftware.com/eflpgg/software/pid3291.7 V) (. Google

but acdden'a"y typos o]~ (I Recently Bookmarked Fmp—  Den harwebbplatsen har inte presenterat nagra |dentntetsuppg|fter
A N - cently Bookmarl v How Can 0,UVU T Marimerau TasKMe; - Cappucc xper

“.cm” instead of “.com.

The query goes to

Cameroon, which owns

the .cm country code.

.
S ?‘Computer Software

Mobile Software
Pc Games e e Anti Virus Software
Applications
CAMTEL Video Games . —— e Data Recovery Software
e Freeware Downloads
Servers at S'&tG'OWI‘IOd Music Software - e Combputer Software
(CAMEROON) Music Software . _
Camtel scan the Ereeware Accounting
Karaoke Software e Backup Software

Software
pdt!ross.. If the name Entertainment Software * Anti Spam Software
isn't registered, a line e Software Programme

of software -- called a e Helpdesk Software

“wildcard” -- reroutes l el Design Software e Privacy Software t@'{ Editing Software

the queryto a e Infrastructure Software
. e Design Software e Editing Software
Ham-controlled site,

Agoga com Graphic Design Software _ Video Software

AGOGA ‘ Cad Software Digital Imaging Software

CANADA) Web Design Software Audio Software

: ‘ — E Office Software
- Computers e Microsoft Office Software

Agoga’s servers query - e Help Desk Software
Yahoo to find ads Computer Hardware e Software

* Billing )
related to the typed Laptop Computers liing Software e Discount Software

2 e Payroll Software
name, which are then Computers Pocket Pc Software

displayed on a parked High Speed Internet * Appointment Scheduling Software Training

page. Whenever a user rmnitar Danair Software S ——
clicks on an ad, Yahoo

pays Ham, who shares

an undisclosed slice of

the revenue with

Cameroon.

Embroidery Software Ocr Software

" http://money.cnn.com/magazines/business2/business2_archive/2007/06/01/100050989/



http://money.cnn.com/magazines/business2/business2_archive/2007/06/01/100050989/
http://money.cnn.com/magazines/business2/business2_archive/2007/06/01/100050989/

3. Parasiterna

“The parasite is a microbe, an insidious infection that

takes without giving and weakens without killing.”
Michel Serres, The Parasite




Hur ser det ut?

® Tva typer av affarsmodeller
® Computer controlling

® User controlling




User Controlling

® Parasiter som forsoker paverka anvandaren
® Byter DNS-servrar for okad kontroll
® Skriver om Affiliate-programslankar

® Ser till att du gar till Bokus istf. Adlibris




Andrat beteende

InstaFinder

Homes for Sale | Apartments | Dating Services | Chat Rooms | Airline Tickets |

Homes for Sale
Apartments
Dating Services
Chat Rooms
Airline Tickets
Travel Guides
Las Vegas
Hawaii

Used Cars

Car Accessories

Find anything on the web with Instafinder. Simply type your search term in the

Cellular Accessories box below and enjoy the relevant sites it finds.

Cell Phone Deals

Tips for Better Searching

Instafinder finds what you tell
it to, so here are some tips
for better results. Choose
Words Carefully Use specific
words to describe exaclly
what you're looking for. More
general terms will give a
larger number of results, so
try to narrow your search.

Read more

Search the Web




Andrat beteende

2 Welcome to Blockbuster Online - Rent DYDs - Try free - Microsolt Tnter =181
| ” | ~
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g - £ - ix] |S] ¥, -/ Seach *,  Favories @Meda {‘1'. B ead
Agdress | ] http:fwww. il comfDef sl 2nqsowB0003155 | EJco |tnks ?

NETELIX

Welcome How It Works Browse Selection Start Your FREE Trial

* No Late Fees

* More Than 40,000
Titles, including
Classics and New
Releases

* Free Shipping
Both Ways

gl NETFLIX

Get 2 FREE In-Stoe
The best way

Rentals
o b a LI ~

STEP

. 40,00¢ L~ : _ - .
R & | Downloading from site: htp: [fadopt. specticchck.net [adopt, sm7be 12785 © Internet o/ l’




Andrat beteende
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Andrat beteende
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Spam samma sak

20.6% ~

Medications, health related goods and services
Computer fraud

Education

Personal finance

Computers and the Internet
Travel and tourism

Electronic advertising services
Adult content

Printing services

Real estate

Other goods and services

A0 EoEaEEEEN

http://www.viruslist.com/en/analysis?pubid=204791940



http://www.viruslist.com/en/analysis?pubid=204791940
http://www.viruslist.com/en/analysis?pubid=204791940

Computer Controlling

® Parasiter som infekterar och tar kontroll over
dator (BOTNets)

o Affarsplattform for DDOS, Hemsidor, SPAM,
Phishing, etc.

® Fjarrstyrs via IRC eller P2P-natverk
® Konkurrens mellan olika “foretag”

® De storsta har/har haft mellan |-10 miljoner
datorer

® Trots manga datorer, fortfarande flaskhals.




-DOS

Payment
Processing
Extortion
| Compeitive
Gaming Adult Sabotage n News
Sites Extortion Escalation Sites

2(?00 20|01 2({02 2({03 2I0 2({05 2?06 (|)07l 20108

| I I | I | I

Experimental Extortion For Hire Political/Mainstream

| | I gy

TFN Attacks DNS Backbone SQL Authorize.net Closes )
Anti-spam

(Ebay, MSFT) Attack Slammer \
sSites
Rise of “ll‘//

SCO Attack China Botret DNS Backbone‘ Daily

Attack lelegraph

4 N .
Estonia
DDoS Arsenal e An‘;’;:f

Revenge, Extortion, Industrial/
SYN, Spoofed, ICMP, GET/POST, UDP, A ! =5 -
Bad Protocols, Connection Floods, Competitive Sabotage, Political Activism,

Application Back-end, P2P, Browser Terrorism
Malware

\ 4
http://rbnexploit.blogspot.com/2008/02/rbn-extortion-and-denial-of-service.html

On the Horizon
Web 2.0 (further), VOIP, IPTV



http://rbnexploit.blogspot.com/2008/02/rbn-extortion-and-denial-of-service.html
http://rbnexploit.blogspot.com/2008/02/rbn-extortion-and-denial-of-service.html
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Social-Engineering
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http://sunbeltblog.blogspot.com/2007/10/seen-on-myspace-very-realistic-fake.html



http://sunbeltblog.blogspot.com/2007/10/seen-on-myspace-very-realistic-fake.html
http://sunbeltblog.blogspot.com/2007/10/seen-on-myspace-very-realistic-fake.html

Social-Engineering

“' A » Malware/

- srthaevrante fre 11

L e I PR L

i Get rid of spyware now!

, Dur antispyware Xt wil peotect your PC from
malciouss software, hackars and dala-oss

> Download Free Scan

Sasc 3ons of soyware indection

B Dy wrmm e b e phae
-

N

http://sunbeltblog.blogspot.com/2007/10/seen-on-myspace-very-realistic-fake.html


http://sunbeltblog.blogspot.com/2007/10/seen-on-myspace-very-realistic-fake.html
http://sunbeltblog.blogspot.com/2007/10/seen-on-myspace-very-realistic-fake.html

Drive-By Downloads

e Bad website ¢ |D theft

e iFrame * Trojan e Phishing
redirect infection

e PCredirect
Google search Y 5 .
gt Zombie PC

Figure 1- Web Search Exploit Path — RBNexploit.blogspot.com

http://rbnexploit.blogspot.com/2007/1 | /rbn-google-search-exploits.html



http://rbnexploit.blogspot.com/2007/11/rbn-google-search-exploits.html
http://rbnexploit.blogspot.com/2007/11/rbn-google-search-exploits.html

® Uppmarksamhet gar att omsatta i pengar.




