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ccNSO and ICANN

The Country Code Names Supporting Organisation (ccNSO) 
of ICANN is the policy development body for a narrow range 
of global ccTLD issues within the ICANN structure.

From the report “Survey of Attitudes Within The ccNSO 
Committee Regarding Strategic Priorities for ICANN”
http://ccnso.icann.org/surveys/strategic-priorities-for-icann-oct09-en.pdf

LOOKING AHEAD...LOOKING AHEAD...

“ What are the most important things for the ccNSO to be working
on in the next five years?”

IDN’s, DNSSEC, IPv6
Security
Increasing awareness and participation

“What should ICANN as an organization be working on?”

Accountability
Develop / clarify its focus and strategy
Coordinate with stakeholders and governments
Become international

Policy review and development
Other verbatim suggestions...• “Focusing on policy and ICANN, not on marketing, 

show-and-tell or other non-ICANN related issues”• “Create trust that it is a body that is able to deliver
results on time”• “Maintain its narrow scope”

Other verbatim comments...• “Increasing awareness programs for underdeveloped
communities”• “Clarify and maintain a focus, improve delivery within the
focus, be neutral on issues outside the focus”• “Less politics and more focus on the primary tasks”• “Coordinate coordinate coordinate”Maintain its narrow scope Coordinate, coordinate, coordinate•“Net neutrality”

“Any other general comments for ICANN?”

Focus on the core mandate; on fewer thingsFocus on the core mandate; on fewer things

But, at the same time...

Expand the operation

* * * * ** * * * *
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ccNSO DNSSEC Study

The 2009 DNSSEC Survey was initiated after .SE, the 
Swedish registry and ENISA, the European Network and 
Information Security Agency requested updated information to 
the DNSSEC survey conducted by the ccNSO in 2007.

The survey was launched on the 24th June 2009 and closed 
on the 7th September 2009.

http://ccnso.icann.org/surveys/dnssec-survey-report-2009.pdf
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Participants in the ccNSO study
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Report on the ccNSO’s DNSSEC Survey 2009  
!

!

Background Information 
 
The 2009 DNSSEC Survey was initiated after .SE, the Swedish registry and ENISA, the 
European Network and Information Security Agency requested updated information to 
the DNSSEC survey conducted by the ccNSO in 2007. 
 
The ccNSO Council approved the re-launch of the survey in May 2009 and suggested a 
slight re-draft in order to better reflect the current situation. As a result, some questions 
were added, others slightly reformulated.  
 
The 2009 survey was implemented using an online survey tool, whilst the 2007 survey 
was compiled manually. This might have a slight effect on some questions, as the 2007 
survey gave the respondents a higher flexibility of adding “alternative” answers outside 
the pre-defined options 
  
The survey was launched on the 24th June 2009 and closed on the 7th September 2009.   
 

1. Your Top Level Domain 
 

 
 
In total 65 valid replies were received, a small improvement to the DNSSEC survey from 
2007, which received 61 valid replies. Whilst there were noticeably more replies from the 
European and Latin American regions, the African and Asia-Pacific regions contributed 
less than in 2007. 
 
According to the ICANN regions, the spread of the replies was as follows (the numbers 
from 2007 in brackets); 
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DNSSEC Awareness

! ! 2/22 

 
African Region: 13 (18) 
Asia-Pacific Region: 14 (19) 
European Region: 21 (12) 
Latin America and Caribbean Region: 12 (6) 
North American Region: 5 (4) 

 
2. Do you know what DNSSEC is? 
!

!
!
The awareness of what DNSSEC is and how it works has improved slightly compared to 
2007’s results. Only 8% in total indicated they do not feel confident on the subject, but 
no one indicated they had never heard of it. In 2007, this number was 5%. 

!

3. Has your registry implemented DNSSEC, or is actively implementing 
DNSSEC? 
 

!
!

25% of the respondents indicated they had, or are actively implementing DNSSEC - a 
clear increase since 2007, where only 7% indicated they had implemented DNSSEC, 
another 5% were in a testing phase.  

"#$!%&'!

(!)*+,!,-./!0/!0$1!23/!4+*5/!

)*+,!-+,!0/!,+6)$7!8'!

(!-.9#!-#.64!.2+3/!0/1!23/!4+*5/!

)*+,!,-./!:6+2;#<!0/!$+;9#$!

&'!

=+!>'!

"#$!&?'!

=+!@?'!

Wednesday, November 4, 2009



Registry implementations
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African Region: 13 (18) 
Asia-Pacific Region: 14 (19) 
European Region: 21 (12) 
Latin America and Caribbean Region: 12 (6) 
North American Region: 5 (4) 

 
2. Do you know what DNSSEC is? 
!

!
!
The awareness of what DNSSEC is and how it works has improved slightly compared to 
2007’s results. Only 8% in total indicated they do not feel confident on the subject, but 
no one indicated they had never heard of it. In 2007, this number was 5%. 

!

3. Has your registry implemented DNSSEC, or is actively implementing 
DNSSEC? 
 

!
!

25% of the respondents indicated they had, or are actively implementing DNSSEC - a 
clear increase since 2007, where only 7% indicated they had implemented DNSSEC, 
another 5% were in a testing phase.  
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Plans for implementation

! ! 3/22 

 
The second part of the question (“/…/ or is actively implementing DNSSEC”) was added 
to the question in the 2009 survey and could have some impact on the replies. 
 

4. Do you plan to implement DNSSEC? 
!

!
!
Amongst the respondents who had not implemented DNSSEC, a clear majority still 
indicates they intend to implement DNSSEC (80%). This number was somewhat higher 
in 2007 (85%), probably because some of the respondents then already use DNSSEC 
today. 
 
However, the group of registries who do not intend to implement DNSSEC has clearly 
become larger: 20% in 2009’s survey, compared to 10% in 2007 (another 6% indicated 
they were “unsure” in 2007). 
 
All of the respondents from the North American region had, or had plans to implement 
DNSSEC in their region, followed by 93% of the respondents from the African region and 
83% of the Latin American & Caribbean region. 81% of the European respondents 
indicated they either had, or were planning to implement DNSSEC, followed by the Asia-
Pacific region, were 79% indicated they had, or would do so. 
 

5. Please, briefly explain why you do not intend to implement DNSSEC in 
the next three years: 
 
Whilst many of the respondents declared that they might implement DNSSEC within a 
few years, they often indicated that the registry either had other priorities at the moment, 
or that there was a lack of technical and financial resources for such a project (both 
mostly mentioned by minor registries).   
 
Other frequently mentioned issues were that there was no actual demand for the 
service, that it was overly complicated and that there were several technical and 
operational issues left to be solved before it would become useful.  
 
One respondent waited for the outcome of the ongoing internal test bed before they 
would decide how to proceed. 
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Why not?

- Other priorities
- Lack of resources
- No customer demand
- Waiting for internal tests

- The lack of a signed root is no longer an issue
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The ccNSO DNSSEC Study 2009

! ! 4/22 

 
Compared to the DNSSEC survey from 2007, the reasons mentioned are close to those 
mentioned two years ago, with the exception that the lack of a signed root zone no 
longer is an issue.  
 

6. [NEW] For DNSSEC, what implementation phase are you in now? 
!

!
!
This question was added to 2009’s survey, in order to find out how far the 
implementation of DNSSEC had proceeded amongst those who indicated they either 
had, or were actively implementing DNSSEC.  
 
The vast majority either had already fully deployed DNSSEC, or was in the 
implementation phase. 
 

7. Please, briefly describe the technical environment you use for DNSSEC: 
 
The responses to this question varied to a high degree, however, following tendencies 
could be defined: 
 

• Various UNIX based platforms were used 
• Several utilised OpenDNSSEC  
• Most rely on BIND  
• Most use HSMs or smartcards 

 
Compared to the 2007 survey, there were no notable changes in methodology except 
the use of better tools (e.g. OpenDNSSEC). 

 
The individual answers to this question are attached in appendix 1 (randomly presented, 
with the name of the ccTLD removed). 

!
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Technical environment

The responses to this question varied to a high degree, 
however, following tendencies could be defined:

- Various UNIX based platforms were used
- Several utilised OpenDNSSEC
- Most rely on BIND
- Most use HSMs or smartcards
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The ccNSO DNSSEC Study 2009
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8. Please, briefly describe your experience in implementing DNSSEC: 
 
The general feeling was that it was relatively easy to deploy DNSSEC and that it created 
less work than expected. Some of the respondent had a test deployment prior to 
production, which was perceived being useful. 
 
However, there were also directly contradicting opinions, indicating that the 
implementation phase was cumbersome, mainly caused by a low interest from 
registrars. The deployment of NSEC3 was also hard due to lack of third party support. 
There was furthermore a lack of general documentation and poor software support.  
  
It was also mentioned that the registries had to implement new policies and procedures 
when deploying DNSSEC. 

 
The nature of the replies from 2009 compared to 2007 suggests that thinking has 
matured somewhat on DNSSEC, with more experience in DNSSEC deployment and the 
challenges more about educating other groups like registrars, rather than registries 
themselves learning the techniques. 

 

9. What is the planned timeline for implementing DNSSEC? 
 

!
!
Almost half of the respondents indicated they plan to implement DNSSEC within the next 
two years, 35% plan to implement it within the next 12 months. This means that 84% of 
the respondents in total foresee DNSSEC to be implemented in 2011, latest. 
 
In 2007, 45% estimated to have DNSSEC implemented within one to two years (33% 
within 12 months, 12% within two years). Today, we can see that only 18% actually did 
manage to implement it within two years (see replies to question 3 “Has your registry 
implemented, or is actively implementing DNSSEC?”). 
 
Some of the reply options slightly changed compared to the 2007 survey, (“3 years” was 
an option instead of “2-4 years” and “No set timeline” was an additional option). 
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A Signed Root
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The individual answers to this question are attached in appendix 3 (randomly presented, 
with the name of the ccTLD removed). 

 
12. Is it important to you that the DNS root zone is signed? 
!

!
 
The opinion on the importance of a signed root zone is stable – the vast majority still 
considers this being important, with a slight increasing tendency – 88%, compared to 
84% in 2007. 

!

13. Who, in your opinion, should be the signer of the DNS root zone? 
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