Time to change registrar
and/or DNS platform

torbjorn.eklov@interlan.se



Friday, 21/9 at 14:28, Interlan Gefle reported
that there are routers and clients that cannot
handle DNSSEC correctly and can therefore not
reach gavle.se or ockelbo.se.



I have trained 40 municipalities in
Why DNSSEC

How to sign your domain
How to validate DNSSEC

Any problems to deploy DNSSEC?



Lack of DNSSEC support in most registries

Lack of DNSSEC support in Linux and
Windows as DNS-platform



15 Swedish registrars with DNSSEC
27 from other countries

> 140 total
=> ~ 30 % can do DNSSEC



230 of 290 have a registrar that can
DNSSEC

SE Direkt > 200



195 domains with glue records
689 DNS servers



Appliance?
"It's to expensive”



Microsoft??

Support for DNSSEC in Windows server
2008 R2

DNSCMD.EXE
Described in DNS SVR2008R2 DNSSEC.doc
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Fil= Edit Format Yiew Help
<signscope> can be one of the following:

FA1TRR --"this key will be used to sign all record
5.

SonskeyonTy -- this key will be used to sign DNSKEY rec

ord
set at zone root only.

<5ignscoper gives the user the ability to override ZsK or ksk flag. If

no <signscopes> s given, a key without the ksSk flag will be used to sign all
records in the zone, and a key with the Ksk flag will be used to sign DWSKEY
record sets at zone root only.

<validFroms> -- the start time of the wvalidity period of RRSIG records
created usinﬁ this key in vy YMMODHHMMSS (4-digit year,
2-digit month, 2-digit day, 2-digit hour, 2-digit minute,
and Z2-digit second).
The time is UTC. If <validFrom> is not giwven, the wvalidity
period will start one hour hefore the current time.
<validTo> -- the end time of the validity period of RRSIG records
in YYYYMMDDHHMMSS (4-digit year, 2-digit month, 2—digit
day, 2—digit hour, 2-digit minute, and 2-digit second).
The time is uTC. If <validTos> is not given, the wvalidity
period will end 30 days from the beginning of walidity
Eeriod for zone signing keys or 13 months from the
eginning of the wvalidity period for key signing keys.

<Keyspecs can contain the following options:
Salg <keyalgs [AFlags <keyFlagss]

<k eEyal o> -- the key algorithm mnemonic string. Currently only
"RSASHAL" s supported.

<KeyFlags> -- bits to be set to 1 in Dnskey flags field. I <keyFlagss

is "KsSK", the Secure Entry Point bit will be set to 1
to indicate that this key is a Key Signing Key. If no
<kKeyFlags> parameter s given, the key is considered to be
a Zone Signing Key.
If the key is a certificate generated by foff1inesign /Genkey command,
the user does not need to give <KeySpecx. The tool is able to extract the
information from the subject of the certificate.

<Certspec> can contain the following options: .
icert.[/sture gcertstore>] [/Type <CertT pe>].[/Fr1enq1 Mame <Friendlyname:]
[/subject <subject:] [fIssuer <Issuer:] [/serial <serialuumber:]

<Certstores -- the name of the certificate store. By default, it is
"MS-DWSSEC".
<CertType> -- <CertType> can be one of the following walues:

"machine”: use machine certificate store
"user": use user certificate store
By default, a "machine" certificate store will he used.

<FriendlynName> -- friendly name of the certificate

<Subject> -- subject of the certificate, for example,
"CH o= example.com 43576 RSASHAL 257". It is case
sensitive.

<IssuUer> -- dssuer of the certificate.

<serialhumber> -- serial number of the certificate as a string of

2-digit hex, for example,

"79 7f le 1b 41 20 cf 8d 4a 9a 55 b¥ B3 cB 33 e
one or more of the abowe options can be giwven. The options must
identify one unique certificate in the certificate store.

command failed: ERROR_INVALID_PARAMETER 87 0x57

Check the required arguments and format of wour command.
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Validation

dig +short dnskey se. @a.ns.se
"Make DNSKEY to one row”

Hash: S5HL]

ze. IN DNSEEY =257 3 5 |

AwEALAE]12Gsb w5 ] jed 141 TxNATAR+nb tFu+JEQpwF ZE
Ta¥siMutovWHa+  CpOTEBAZB2 tr GHEAdi 7ELSSFF she GOy
+GESThJ4DEYSpiiELPiu0i+iPp3 CikNwigqpPpoHTa YDA
ANTOMu/ QZHR/ sFPhInsK30fulhEEREgniDins0aXal T
CygDyVMidxPLebyeLoaldO9nSsii s I0dQNC e ONdact
wol6+HNEv1p ol at SFAEAGE AN Z IS Al ETnX Y glwhie
VZEWagXtBhoviru?Tew+FeToVgohmEhfsT+HEIhFEsT=0
TLAnYUgTnM4VOZgNhe Tv+oWOkHE OO JETRNES Qo=

12 key id = 49675

ze. IN DNSEEY =257 3 5 |

AMELLeeGESUnMosNIcStBe ] 1/ qd4TQEWeENTOGEG K MV 2
1l ThkypSEXLCBPMA0wTkr Aln?t5he M8 6VhO4LBoEATS R
HdjxreguoZVYEEWkkeka U0t BEMwEPMoEwepknpBld lalwy
IxRAEPNLO e igqaYOLEU)FAqe 6FI 014 1 PAFAFLOwyC
flVOeElww+goeVYRoch+Wejguvpeg3d 3EReFL LuvhFa Aa
pH2 GECidOkZ+POZekefEoikIeZ0EfrChGOml2 i0rBNA
Midg3eGhulydNrF/ 939 ijakbTed4PMIQSS 1 X IEphRGy oo
hAZITUS /e TWVEfgrHnxaP e5DolTB? TEYyOgsT o=



Create aTrust
Anchor for se.

Paste the key
and enable
"Zone Signing
key” och "Secure
Entry Point”

But it's a KSK
you paste in
there..j ©

Edit Trust Anchor

DS Public Key (DMSKEY) |

[ame:

Fully qualified dorain name {FoDM):

I se, Trustdnchors,

Key Tag: | 40675

I¥ Zone Signing key ¥ Secure Entry Point

Proktocal; Algorithnm:
|omissEC | |RsAsHA-1 |
Public key:

AmEAAdEC1sGsbySjje]] 41 IxMSTdR+nbtFn

+ QP FZETavSiMutoyWHa+iCp0TEBAzZEZtrGHzdiFESSFFzbeGr
+E63Ib 140 SpIELPU;
+iPp3C3kMwiqpPpOHW 8 DSIMT QMU QZHR fsFPRUIRsE 30FUObKERK RS

O I Cancel




‘ Forwarder ‘
>

Windows Active
Directory DNS

| recommend you to use a
iInternal or external validating
resolver and not your
Windows DNS for validation

Expect problem above there
IS no NSEC3 support

.
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DNSSEC signing with
Windows Server 2008 R2
- Dont do that!



*Easy to sign zones
In Windows!!!

*NSEC3 support
*Cheap

«Automatic resigning
IS coming

s gvlprod?9 - DNS Records

File  Edit  Wiew Tools
2. . N 1 sl Tk
Mews Quick., . Bulk... Help
Zones |
Lo AlZones Mame Tupe TTL Data Ct
L& Primary Zones 99:9808bemiZnrkidmhdnd90umnuBems....  RRSIG 3&00 MNSEC3, 35112, 2009-11-01 O7:42:50 Ke
L0 Secondary Zones 93:9808bcmiZmrikidmhdndS0umnuBems.... NSEC3 3600 M5 504 RRSIG DMSKEY MSEC3PA..  Fo
1 Zaone Groups bclezgpelp39dpBrcBgfyming25foss.cu... RRSIG 3600 WSEC3, 35112, 2009-11-01 07:.42:50 Ke
belesgpel p39dplreBqPyming25foss.cu.. MSEC3 3600 CHAME RRSIG Fo
curtit. ze S04 10800 nsh.interlan. se [2009090202]
cLtit se NS 10800 nshuinterlan. s
cLtit se NS 10800 nsdinterlan.se
cuitit s RRSIG 10800 NS, 35112, 2003-11-01 07:42:80 Ke
curkit se RRSIG 3800 DMNSKEY, 54976, 2020-05-05 10:47:00  Ke
cuitit g2 RRSIG 3600 DNSKEY, 35112, 2009-11-01 074250 Ke
cukit ge RRSIG 3600 NSEC3IPARAM, 35112, 20031101 0., Ke
cuitit s RRSIG 10800 S04, 35112, 2009-11-01 07:42:50 Ke
cukit g2 DMSKEY 3600 MNSEC3RSA/SHA- public key Ke
cutit se DMSKEY 3600 NSEC3IRSA/SHA- public key Ke
[P] curtit.se cukit ge MNSECIPARAM 3600 1000320E47C
v, cLrtit ze CHAME 10800 webb3-E.interlan. se
v curtit g RRSIG 10800 CMaME, 35112, 2009-11-01 07:42:50 Ke
< b
17 DM3 Records

interlan
v



If you like ./configure almost every
distribution is ok

Many is still at BIND 9.4 or 9.5 level

I think we need minimum BIND 9.6 for
NSEC3 support



Standard repositories

Ubuntu 8.04 LTS
BIND 9.4
No Unbound

Redhat Enterprise 5
BIND 9.3 ( Il11)
No Unbound




Ubuntu 9.10 =>
Bind 9.6
Unbound 1.2.1

Fedora 11 =>
Bind 9.6
Unbound 1.2.1



195 domains with glue records

689 DNS servers

Some is still running BIND 8.7 ( I11)
Many many with Bind <= 9.4

A few with Bind 9.5 och 9.6

10% is running 2000 and 2003

+ others
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Municipalities with DNSSEC

kommunermeddnssec.se is an independentwehsite that lists all municipal domains that are signed with dnssec.
This page will automatically update one or more times per day.

Contact Tobbe (&] Inferian point see
See also . SE 's geographic spread of DMSSEC or sister hand ipvE.kommunermedipyf.se

Domains

Updiated Fri Oct 26 16:10:09 CEST 2009
12 of 290 damains hedged

hallnas.se gavle.se leksand.se ockelbo.se olofstram.se ovanaker.se
perstorp.se sandviken.se sodethamn.se trollhattan.se orkelljunga.se osteraker.se
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