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2007

• Friday, 21/9 at 14:28, Interlan Gefle reported 
that there are routers and clients that cannot 
handle DNSSEC correctly and can therefore not 
reach gavle.se or ockelbo.se.



And the year is 2009

• I have trained 40 municipalities in 

• Why DNSSEC

• How to sign your domain

• How to validate DNSSEC

• Any problems to deploy DNSSEC?



Problems

• Lack of DNSSEC support in most registries

• Lack of DNSSEC support in Linux and 
Windows as DNS-platform



Registrar

• 15 Swedish registrars with DNSSEC

• 27 from other countries

• > 140 total

• => ~ 30 % can do DNSSEC



Municipality and registrar

• 230 of 290 have a registrar that can 
DNSSEC

• SE Direkt > 200



290 municipalities

• 195 domains with glue records

• 689 DNS servers



DNS platforms

• Appliance?

• ”It’s to expensive”



DNS platforms

• Microsoft??

• Support for DNSSEC in Windows server 
2008 R2

• DNSCMD.EXE
Described in DNS SVR2008R2 DNSSEC.doc





Windows Server 2008 R2
• Validation

• dig +short dnskey se. @a.ns.se

• ”Make DNSKEY to one row”



Microsoft Windows Server 
2008 R2

Create aTrust 

Anchor for se.

Paste the key 

and enable 

”Zone Signing 

key” och ”Secure 

Entry Point”

But it’s a KSK 

you paste in 

there… 



Validation Windows Server 
2008 R2

Windows Active 

Directory DNS
I recommend you to use a 

internal or external validating 

resolver and not your 

Windows DNS for validation

Expect problem above there 

is no NSEC3 support

Forwarder



DNSSEC signing with 
Windows Server 2008 R2

• Dont do that!



DNS Simple plus

•Easy to sign zones 

in Windows!!!

•NSEC3 support

•Cheap

•Automatic resigning 

is coming



Linux ( Bind / Unbound )

• If you like ./configure almost every 
distribution is ok

• Many is still at BIND 9.4 or 9.5 level

• I think we need minimum BIND 9.6 for 
NSEC3 support



Ex. Ubuntu and Redhat

• Standard repositories

• Ubuntu 8.04 LTS
BIND 9.4
No Unbound

• Redhat Enterprise 5
BIND 9.3 ( !!!! )
No Unbound



Ubuntu and Fedora

• Ubuntu 9.10 => 
Bind 9.6
Unbound 1.2.1

• Fedora 11 => 
Bind 9.6
Unbound 1.2.1



290 municipalities

• 195 domains with glue records

• 689 DNS servers

• Some is still running BIND 8.? ( !!! )

• Many many with Bind <= 9.4

• A few with Bind 9.5 och 9.6

• 10% is running 2000 and 2003

• + others



Municipalities with DNSSEC


