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DNSSEC in .CZ

* about 14% domains are signed
« ~ 106 000 domains (of 726 000)
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Our steps to DNSSEC

e implementation January — September 2008

 FRED client system (since 2007) was upgraded to DNSSEC
« 5"TLD

* launch day — all registrars supported DNSSEC

—
- FRED
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How to promote DNSSEC

¢ Say what N7
- COMMUNICATION

e Say how
- EDUCATION

 Help
- TOOLS FOR END USERS




DNSSEC Education

« CZ.NIC Academy
« DNS + DNSSEC courses (not only)
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DNSSEC Education

* Good Domain campaign
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Registrars

» two registrars enabled DNSSEC by default for domains on
their DNS servers

- January 2010 — WEB4U (+15 000)
- March 2010 — ACTIVE 24 (+70 000)

* no additional fee
* well communicated — very good media coverage

weblu d
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Co-marketing

registrar & CZ.NIC together

e cost split 50:50

 maximum limit is based on registrar performance
e DNSSEC bonus

* 10% of price given back

 one DNSSEC campaign already during 2009
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Mr. Key Holder
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DNSSEC tester ﬁ%‘

» test DNSSEC compatibility — device (and network)
e online database - EN/CZ/HU
 Win/Linux / Mac supported

ZYXEL — LIST OF DEVICES

Device Reports Score CZ.NIC score DMNSSEC compatibility Last test
ZyXEL P-320W 1 102 0 s 52% 06-12-2009
ZyxXFL P-660HW 4 574 ] Iy 72% 08-12-2009
ZyXEL P-560RU 1 182 1] 52% 08-12-2009
ZyxXFlL P-660R-63 1 182 0 92% 02-01-2010
ZyxXFL P-661HW 0 0 1] == —

ZyxXFL USG 200 0 0 ] = =
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DNSSEC tester

e download at www.dnssectester.cz

A

b
[

ESEEETT @  toMEPAGE  TEST TYPES

DEVICES LIST The DNSSEC technology expands the domain name system (DNS) by elements increasing the
security of the services for the translation of domain names to IP addresses and vice versa, DNSS5EC Do you want to test your device for DNSSEC
ensures the credibility of the data obtained from the DN5. One of the problems occurring in the compatibility?

English |

DNSSEC HARDWARE TESTER

(e

_________ introduction is the incompatibility of some devices with this security technology. This
especially applies to hardware intended for use in households and small organisaticns, such as DSL Are you willing to share your experience with
modems, cable modems, internal routers, wireless network connection peints, etc. The others?

incompatibility means that the device is not able to process the DNS enquiries with the switched-on Would you like to provide the information about

validation by means of

(e

the errors and advantages of your device?

D C compatibility depends on other factors than just your device including your ISP's network,
other devices in your local network or proper DNSSEC configuration of your device.

&

(e

. Download DNSSEC Hardware Tester

. ) : - . : . Mac OS5 X 10.6 version (7MB)
The information about the level of the [ _ compatibility of various devices based on the testing ke

of each of them is offered by this website. The website contains the hardware database where you
can find the device you have at home or intend to buy. Further, it includes a special testing
application enabling the compatibility testing. After downloading it, the testing of your hardware will
not take more than a few minutes. You can submit the result of such a test to the device database
and thus inform cother users and device producers, and contribute to the correction of any occurring
problems.

=

All operating systems

H H
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DNSSEC validator

CZ.NIC - Mozilla Firefox

File Edit View History Bookmarks Tools Help

@« )20 @ [“Erpmwwnica 2IE Y

e validates domain name in the address bar
» download at www.dnssec-validator.cz
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http://www.dnssec-validator.cz/

DNSSEC validator

e or search for DNSSEC at Mozilla Add-ons

A
Add-ons for e Firefox

ﬂ Categories

Add-ons for Firefox > Extensions > DNSSEC Validator

= DNSSEC Validator 1.0

by CZ.NIC Labs

Other Applications ™

within all add-ons

Advanced -~

el DNSSEC Validator checks whether a domain name in displayed page address is secured by See All Privacy & Security Add-ons »
Higtory Hookms: = Help 5 . s
P o T DMSSEG. The users can easily visually recognize whether the page was loaded from the
authentic server or whether the page could have been spoofed.

Need help with this add-on?

= E-mail your question

= Visit the support site

Updated September 23, 2010

Add to collection 5
Website ¥ S/ di : Tags

5, i g

Phare: i Adezon Works with Firefox 3.0 - 4.0b1 © DNS
Rating B reviews © dnssec

 security

Downloads 13,441 View Statistics

Register or Log in to add tags
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Open validating resolvers

* Do you have a validating resolver?
* Go to www.dnssec.cz and check:

(I CONTACT &8 SITE MAP  Cesky | English Search:

CZ.
nlc . e © B .

A =

DOMAINS REGISTRARS ABOUT US A ENUM
" ABOUT DNSSEC
i DNSSEC SECURITY TEST
DMNSSEC is an extension to the DNS (domain name system), increasing the domain name service security.
DMNSSEC assures users that the information they obtain fromn DNS came from the correct source, was F |
complete and its integrity was not compromised during the transfer. DNSSEC ensures that the DNS data .

can be trusted. Find more about DNSSEC on How DNSSEC works page.

i WHY YOU NEED DNSSEC? Your computer is not secured by DNSSEC when
accessing internet resources. You can become a

Although most internet services have the security features and users are used to use them, there is one victim of DNS attack. You may connect to

security threat that not many people are aware of and where only DNSSEC is the solution to avoid it. spoofed webpages or services when using

domain names! To lower this risk you should
secure youself by DNSSEC. See DNSSEC wizard
how to do it.

All internet services (e-mail, webpages, instant messaging, VolP calling, ...} use domain name system
(DNS). The main principle of it is DNS allows to use domain names in internet services addresses, as
names are human readable and memorizable, instead of numbers, which are understood and useful for

* Public validating DNSSEC resolvers.
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http://www.dnssec.cz/

DNSSEC “products” promotion

 day 1

Milk chocolate

cocoa saolids: 32%
weight: 49,69
best before: 1.4.2011
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DNSSEC “products” promotion

e day 2
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Thank you

Questions?

Anna Filinova
anna.filinova@nic.cz
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