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Simple change of pseudonym?
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Use of Anonymizers / MIXing / TOR?
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Cloaking in Time and Space
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MIX zoning of users
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Dummy Users as Camouflage
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Two particular solutions

► PRIME LBS prototype for T-Mobile
▪ Using a 3rd-party service to separate location data 

from identity data
▪ Creation of 3rd-party LBS supplier IDs
▪ Management of user location policies at the location 

source

► ”Oblivious maps” – anonymous access to mapping
▪ Based on ”oblivious transfer” algorithm
▪ Basically bundels many user’s access to a mapping 

service into a batch
▪ Cryptographic properties ensure that the mapping 

server can’t profile users

[2]

[3]
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PRIME: Real-World Reseller business
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PRIME: Requirements

► Enable established business models on a secure, 
privacy-friendly architecture

► Ensure efficiency & economy of the solution
► Enable users to manage policies & their ‘online’ 

identities for each service provider and for each 
usage cycle 

► No processing of localizations 
violates a user’s consent

► Hide service usage patterns from observers & 
infrastructure providers

► Confidentiality of communication 
content against observers & infrastructure

Business Models & 
Economic Rationale

Policy Management & 
Consent Requirements

Privacy Solutions
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PRIME: LBS privacy architecture
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Oblivious Maps

► Based on ”tiling” of the map structure

► Bundling of requests to tiles through 
cryptographic methods

► Mapping server always sends a batch of tiles to 
a number of users through an ”Oblivious 
transfer” protocol that hides tile receivers

[3]
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Cost of software maintenance:
- cheapest early in development
- Privacy & Identity Management
are expensive to change!

Design Building Verification Deployment

6x
15x

100x

Privacy by Design provides cheaper results
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Privacy by Design

[4]
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Find a stakeholder consensus!

[4]
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Privacy Protection in IT

Privacy
Protection

Flow of 
Personal Data

Identity
Management

Collect, Store, Process,
Transfer, Delete

Identify, Authenticate,
Link person, give right

express ownership

[6]



www.nr.no

21

Privacy
Relevance

Reputation

Customer
loss

Branding
loss

Competitive
loss

Business
loss

[6]



www.nr.no

22

Legal
Compliance

Privacy
Relevance

Reputation

Customer
loss

Competitive
loss

Branding
loss

Business
loss

Fines

Exclusion
from tender

Legal
processing

[6]



www.nr.no

23

Management
Cost

Legal
Compliance

Privacy
Relevance

Reputation

Customer
loss

Competitive
loss

Branding
loss

Business
loss

Fines

Exclusion
from tender

Legal
processing

TCO

Risk
Management

Training

[6]



www.nr.no

24

Personal 
Information 
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Businesses need privacy, too.

► Or… bad things might happen anytime soon…
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The Boycott Phone
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RFID future uses 
– the two-edged sword

Imagine a world where…
► A vendor’s trash (packages, products) will be 

tracked around the globe, even 20 years after 
production, until it turns up on a polluted site in 
Africa – and on some NGO’s agenda;

► The city trash removal facilities read RFIDs on 
package waste to bill the producers for the trash 
processed;

► Corporate tax & toll is adjusted based on 
scanners at borders, ware houses and waste 
dumps.

► Does the ”kill” function kill TID tag serial 
numbers?

[5]
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Privacy by Design Instruments
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Contact
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