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Security, Stability, Resiliency (SSR)

» Key Operational priority for ICANN & a Core Value — Preserving &
Enhancing the operational stability, reliability, security & global

interoperability of the Internet

* FY 10-13 Strategic Plan, SSR one of 4 Strategic Focus areas

* ICANN’s SSR programs and activities to be closely reviewed as part

of the Affirmation Review on Security & Stability (Oct 2010)
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ICANN'’s Role

* Act in accordance with its bylaws in conducting multi-
stakeholder, consensus-based processes, policies and programs.
* Focus on core mission related to the Internet’s unique identifier
systems

* Participate in activities with the broader Internet community to

combat abuse of the unique identifier systems
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Previous Activities & Issues

* ICANN Los Angeles — Nov 2001 focused on Security

 Created Security & Stability Advisory Committee (SSAC) - 2002
* Sitefinder — 2003; Wildcards & synthesizing of responses

* DDoS attacks (against registries, registrars, root operators,
organizations & businesses)

» RegisterFly (registrar failure & termination)

* gTLD Registry Failover & Continuity exercises — 2006-present

* Global DNS SSR Symposium in Feb 2009 (Georgia Tech), Feb
2010 (Kyoto)
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Threats & Risks to the System

 Large scale DDoS, leveraging the DNS for malicious activity
» Cyberattacks on Estonia (2007)

e Conficker/Zeus/botnets

* Social engineering attacks; Man in the Middle attacks

* URL shortener attacks

e Organizational risks from business failure

* Routing errors

* Stuxnet

 Natural disasters
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Strategic Initiatives

* Feb 2010 —Strategic Initiatives paper; Global Business Case for
DNS-CERT
 Community-based approach to system-wide DNS risk
assessment
e Apr 2010 — Operational Requirements & Collaboration
Workshop
* May 2010 — Summary & Analysis of Comments posted
* June 2010 - ICANN Brussels meeting
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Strategic Initiatives

* DNS-CERT was envisioned to provide proactive & reactive
services to enable time & efficient response to threats to the

security, stability & resiliency of the DNS
* Proactive (threat analysis, monitoring, situation awareness, info sharing)
* Reactive (incident handling coordination, support to resource
constrained community, 24-hour point of contact)
* Global scale
* Improve communication within DNS operational community & broader

security community
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Going Beyond DNS-CERT

* The community has been clear —
* “The requirements for a DNS-CERT must be analyzed in light
of deeper understanding of the threats and risks to the DNS,
and such analysis should precede specific proposals for a DNS-

CERT.
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Going Beyond DNS-CERT

* What’s Next?
e Staff supporting community-led discussion in Joint Security
& Stability Analysis Working Group;
* Birds-of-a-feather discussion on needs for collaborative
capabilities for DNS incident handling;

* Risk Assessment with experts
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A Look Ahead

* Dec 2010 — ICANN Cartagena de Indias
 Jan/Feb 2011 — ICANN DNS Ops/L-root Contingency Exercise
* March 2011 — ICANN San Francisco
* June 2011 — ICANN Asia-Pacific
* October 2011 — ICANN Africa
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Upcoming Activities

* Community consultations at ICANN 39 in Cartagena on SSR;
Joint Security & Stability Analysis Working Group

* Affirmation Review on SSR

e Participation in International cyber exercises

* High Security Zone Verification Program (HSTLD)

* Collaboration with root operators on root scaling, IPv6
introduction, IPv4 run out
* IDN variants and IDN table activities

* DNS Operations and L-root contingency exercise
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One World

One Internet

Everyone

More Information:
icann.org/en/security/



