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I. Introduction to Privacy & PETs
Privacy Dimensions

 Informational self-
determination

 Spatial privacy



Basic Privacy principles 
(implemented in EU-Directive 95/46/EC)

 Legitimisation by law, informed 
consent (Art. 7 EU Directive)
 Data minimisation (Art. 6 I c, Art. 7)
 Purpose specification and purpose 

binding (Art. 6 I b)
• ”Non-sensitive” data do not exist !

 Transparency, rights of data subjects



Classifications of PETs
1. PETs for minimizing/ avoiding  personal data     

(-> Art. 6 I c., e. EU Directive 95/46/EC)
(providing Anonymity, Pseudonymity, Unobservability, Unlinkability)

 At communication level:
• Mix nets, Onion Routing, TOR
• DC nets
• Crowds,…

 At application level:
• Anonymous Ecash
• Private Information Retrieval
• Anonymous Credentials,…

2. PETs for the safeguarding of lawful processing   
(-> Art. 17 EU Directive 95/46/EC)

• P3P, Privacy policy languages
• Encryption,…

3. Combination of 1 & 2
• Privacy-enhancing Identity Management (PRIME, PrimeLife)



II. Anonymous Communication 
Technologies
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But now the 
remailer knows 
everything!
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III. Privacy-enhancing Identity 
Management (IDM)

Clauss/ Köhntopp 2001



http://www.prime-project.eu/

Viability of privacy-enhancing IDM 
has been demonstrated by PRIME

Integrated approach providing:

 Data Minimisation
 Anonymous communication, anonymous 

credentials, privacy-enabling authorisation 
model

 Assurance & Life Cycle 
Management
 Assurance control, privacy & trust policy 

negotiation & enforcement (sticky 
policies), obligation management

 Transparency
 Data track,...



PRIME/PrimeLife Architecture 
– Key Elements

Data Minimisation

Assurances & Data Life Cycle Management
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The following slides were kindly provided by 
Dieter Sommer/IBM Research



Data Minimisation1
How service providers can authorise users
while users retain their privacy



Traditional Model

Please log in!

Username = janedoe
Password = Xw;3-4[p46zy

Request of service

Ok, the requestor is Jane Doe
Address = Paradeplatz, 8001 Zurich, Switzerland 
Birth date = 01 June 1979
Email = Jane.doe@mail-provider-xyz.com
Credit card details = (VISA, 1234 5678 9012, …)
And so on…

Other profiling data: Detailed interest profiles, browsing 
behavior, detailed mouse movement profiles, complete 
history of interactions over the last 3 years, derived data 
and much more

External linkable data: Potentially everything that is 
linkable to Jane Doe’s identity



Statement = Subscription.Type = “Premium”, <attributes>
Proof = 7658…5634

PRIME/PrimeLife Model

Please provide us with either of the following
•Your pseudonym with us
•A valid service subscription
•A valid service subscription and <attributes>

Pseudonym = X768932…86
Proof = 5634..u758

Statement = Subscription.Type = “Premium”
Proof = 7862…8970

Request of service

Ok, the requestor is X768932…86

Other profiling data: Detailed interest 
profiles, browsing behavior, detailed 
mouse movement profiles, complete 
history of interactions over the last 3 years, 
derived data and much more

We can place targeted ads with the same 
accuracy as if we knew the user’s civil 
identity. Services can be customized 
towards the user because we know 
everything we need to know.

Ok, the requestor has a valid 
subscription. So he has paid for it and can 
access the service.

As the requestor is anonymous, we cannot 
provide as much service customization as 
we could in the pseudonymous case, but 
this is up to the user to decide.

Ok, the requestor has a valid subscription. 
That means, she has paid for the service 
and can access it.

The requestor has provided relevant 
certified attributes to enable service 
customization.

In between the extremes!

PRIME Middleware

PRIME
Console



Data minimisation
isn’t the answer to everything

[there are many scenarios where identifying data are just required]



Assurances

& Data Life Cycle Management

2
How users establish trust in service providers and
how service providers enforce their promises for data handling



Traditional Model

Create an account

Please provide:
Name, street, zip code & city, country, 
birth date, email address, credit card 
details, personal preferences on X, …

Here’s what you have requested:
Jane Doe, Paradeplatz, 8001 Zurich, Switzerland, 1978-06-01
Jane.doe@mail-provider-xyz.com, VISA, 1234 5678 9012, …

Well, I don’t know anything about 
this service provider…

There’s not much choice than just 
providing the data…

Let’s hope that these are not 
those bad privacy-infringing guys 

one reads about in the news 
every other day…



Data handling policy*
Here’s what you have requested:
Jane Doe, Paradeplatz, 8001 Zurich, 
Switzerland, 1978-06-01
Jane.doe@mail-provider-xyz.com, 
(VISA, 1234 5678 9012), Y, …

PRIME/PrimeLife Model

Data request; data handling proposal 
Provide me with: Name, address, birth date,
email address, credit card details,
personal preferences on X, …

We can offer the following:
• EuroPrise privacy seal
• We are running a PRIME/PrimeLife-enabled system 

including data minimization support and privacy obligation 
management. We have encrypted data storage …

• …

Request of service

Request of trust & assurance data and evidence

White/Blacklist Provider

PRIME Middleware

PRIME
Console

This service provider 
seems to be ok!

[Trust evaluation:
They have appropriate seals, are 

not blacklisted and provide 
PRIME functionality…]

The data handling 
policy is acceptable 

(meeting my 
preferences)

Evaluation of 
request

Customer
Data

Sticky 
policy



Structure of PrimeLife Policy 
Language (Neven et al.)

Specific Policy:
over specific resource (e.g. BuyService)
• Access control policy (ACP):
who can access

• cards to possess (e.g. ID card)
• personal data to reveal (e.g. nationality) 
• conditions to satisfy (e.g. age>18)

• Data handling policy (DHP):
how revealed personal data will be treated

• Authorizations (e.g. marketing purposes)
• Obligations (e.g. delete after 1y)

Generic Policy:
DHP over implicitly revealed personal data
(e.g. IP address, cookies,…)

• Authorizations (e.g. admin purposes)
• Obligations (e.g. delete after 1y)

Data Subject Data Controller
Resources

Non-personal content, services,…

Collected personal data

Personal Data (PD)
Non-certified

Certified: cards

Specific Policy:
over specific personal data (e.g. birth date)
• Access control policy (ACP):
who can access (e.g. PrivacySeal silver)

• Data handling preferences (DHPrefs):
how is to be treated when revealed

• Authorizations (e.g. marketing purposes, 
forwarded to PrivacySeal gold)
• Obligations (e.g. delete after ≤2y)

Generic Preferences:
DHPrefs over implicitly revealed personal data
(e.g. IP address, cookies,…)

• Authorizations (e.g. admin purposes)
• Obligations (e.g. delete after ≤2y)

XACML

SAML

request resource

request personal data

personal data

resource

Policy
Engine

Policy
Engine

http://images.google.be/imgres?imgurl=http://www.excelenglish.co.nz/images/thumbnail/180x116-nocrop/metrocard_lg.jpg&imgrefurl=http://www.excelenglish.co.nz/christchurch-nz/&usg=__XiJaHRrzLSPd_LUS3hHzVAVfH7k=&h=116&w=180&sz=9&hl=nl&start=84&um=1&tbnid=yg0POBZj5_c1oM:&tbnh=65&tbnw=101&prev=/images%3Fq%3Dmetro%2Bcard%26ndsp%3D20%26hl%3Dnl%26sa%3DN%26start%3D80%26um%3D1�
http://images.google.be/imgres?imgurl=http://www.theyeshivaworld.com/wp-content/uploads/2008/11/amex.jpg&imgrefurl=http://www.theyeshivaworld.com/%3Fp%3D25833&usg=__ks2cobTi66JCDU8g_Q9fBnSLAQY=&h=304&w=480&sz=59&hl=nl&start=9&um=1&tbnid=rMDeeb6tUvCf5M:&tbnh=82&tbnw=129&prev=/images%3Fq%3Damerican%2Bexpress%2Bcard%26hl%3Dnl%26sa%3DG%26um%3D1�
http://images.google.be/imgres?imgurl=http://www.creditcardbank.in/images/hsbc-classic-visa-card-india.jpg&imgrefurl=http://www.creditcardbank.in/CreditCardsIndia/Classic/RewardCreditCards/HSBCClassicCardMastercardHSBCcreditcard/Credit-Cards-India.aspx%3Fm%3D161%26mm%3D85&usg=__U7f8tDExLKA5TZF32ZO1Up_-Fug=&h=288&w=454&sz=37&hl=nl&start=17&um=1&tbnid=Crtw9UlW1CrmMM:&tbnh=81&tbnw=128&prev=/images%3Fq%3Dvisa%2Bcard%26hl%3Dnl%26sa%3DG%26um%3D1�
http://images.google.be/imgres?imgurl=http://graphics8.nytimes.com/images/2008/09/16/nyregion/license533.jpg&imgrefurl=http://cityroom.blogs.nytimes.com/2008/09/17/a-new-license-for-more-than-just-driving/&usg=__y18K_hskQpVQkVsoP_gBbFTQMio=&h=341&w=533&sz=92&hl=nl&start=1&um=1&tbnid=GAbGE3j6CU-uoM:&tbnh=84&tbnw=132&prev=/images%3Fq%3Ddrivier%2527s%2Blicense%26hl%3Dnl%26sa%3DG%26um%3D1�
http://images.google.be/imgres?imgurl=http://firefox.phpmagazine.net/upload/2007/04/fullerscreen_really_full_scree/firefox-window.png&imgrefurl=http://firefox.phpmagazine.net/2007/04/fullerscreen-really-full-scree.html&usg=__FNqy5sTjBCxFB5UT-v_T9_JyZJU=&h=288&w=400&sz=19&hl=nl&start=1&um=1&tbnid=TO787Yw-IFEdbM:&tbnh=89&tbnw=124&prev=/images%3Fq%3Dfirefox%2Bwindow%26hl%3Dnl%26sa%3DG%26um%3D1�
http://images.google.be/imgres?imgurl=http://firefox.phpmagazine.net/upload/2007/04/fullerscreen_really_full_scree/firefox-window.png&imgrefurl=http://firefox.phpmagazine.net/2007/04/fullerscreen-really-full-scree.html&usg=__FNqy5sTjBCxFB5UT-v_T9_JyZJU=&h=288&w=400&sz=19&hl=nl&start=1&um=1&tbnid=TO787Yw-IFEdbM:&tbnh=89&tbnw=124&prev=/images%3Fq%3Dfirefox%2Bwindow%26hl%3Dnl%26sa%3DG%26um%3D1�
http://images.google.be/imgres?imgurl=http://firefox.phpmagazine.net/upload/2007/04/fullerscreen_really_full_scree/firefox-window.png&imgrefurl=http://firefox.phpmagazine.net/2007/04/fullerscreen-really-full-scree.html&usg=__FNqy5sTjBCxFB5UT-v_T9_JyZJU=&h=288&w=400&sz=19&hl=nl&start=1&um=1&tbnid=TO787Yw-IFEdbM:&tbnh=89&tbnw=124&prev=/images%3Fq%3Dfirefox%2Bwindow%26hl%3Dnl%26sa%3DG%26um%3D1�


Bringing Sustainable Privacy and Identity Management to Future Networks 
and Services

 Fundamentally understanding privacy-enhancing identity management ‘for life’
 Bringing Privacy to the future web/social networks
 Research on Policies, HCI, Infrastructures 

Beyond data minimization: 
 Address data-intensive scenarios and user-generated content (Web 2.0, virtual 

communities such as Friendster, SecondLife)
Make privacy-enhancing identity management widely available:

 Infrastructures, Open Source, and Standards
 Cooperation with other Projects (Master, TAS3, SWIFT,... ), 
 Education (summer schools, …) 

http://www.primelife.eu/

Started: 01 March 2008, Ends: June 2011, Total EC Funding: 10.200,000 €



Questions ?

http://www.cs.kau.se/~simone/
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