





NATG64: v6-only clients
Topology 2: Routed/out of critical path



Serverlron ADX configuration
Using the routed topology

vlan 6 name gateway64 by port
untagged ethe 6
router-interface ve 6
ip route 0.0.0.0 0.0.0.0 10.10.4.1
ipv6 route ::/0 2001:db8:1:6::1
interface ve 6
ip address 10.10.4.2 255.255.255.0
ipv6 address 2001:db8:1:6::2/64
ipv6 enable
exit

nat64 ipvé6-prefix 64:f£f9b::/96

nat64 pool testl 10.10.4.50 10.10.4.59 prefix-len 24

server msl 2
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» Also add a route for the IPv6-prefix and IPv4 pool to their

respective ADX interfaces from the core router.
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Secure64 DNS Cache configuration

Using either of the topologies above

[view@Secure64]#> enable sysadmin

[sysadmin@Secure64]#> route default 10.10.5.1
[sysadmin@Secure64]#> route default 2001:DB8:1:5::1
[sysadmin@Secure64]#> route sym

[sysadmin@Secure64]#> ifconfig ethl 10.10.5.2 255.255.255.0
[sysadmin@Secure64]#> ifconfig eth2 2001:DB8:1:5::2/64
[sysadmin@Secure64]#> activate

[sysadmin@Secure64]#> save

[sysadmin@Secure64]#> show config

[view@Secure6d]#> enable cachednsadmin
[cachednsadmin@Secure6d]# edit cache.conf
interface: 10.10.5.2
interface: 2001:DB8:1:5::2
outgoing-interface: 10.10.5.2
outgoing-interface: 2001:DB8:1:5::2
access—-control: 0.0.0.0/0 allow
access-control: ::0/0 allow
dns64-prefix: 64:ff9%::/96
<CTRL-X to save and exit>

[cachednsadmin@Secure64]# stop cachedns
[cachednsadmin@Secure6cd]# start cachedns
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Why ADC based solution?

* Horizontally scaling
* Not in critical path
« Saves slot in your core

* Intrinsically multiprotocol devices with NAT &
security functions

« Hardware-based security features
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Observations from v6-only clients

* Overall surfing experience is seamless to v6-only end-
users/customers.

* Things to Look for:
Hard-coded IPv4 content in HTML pages
Apps that use embedded IPs or names/lookups, etc. (certain chat-type apps)
Asynchronous protocols

* OS behavior in v6-only mode:

Win7, Vista — Stellar, seamless, but Temporary addresses may cause Ops
confusion

Linux, BSD — Stellar, seamless
XP, 2000 — No good DNS facilities — time to start migration planning!
Mac OS X — Very good, but no good DHCPV6 facilities built-in prior to OS X Lion

 SLAAC versus DHCPV6
SLAAC simply “works”, but need to manually specify DNS (pre-RFC5006).
DHCPV6 is absolutely a requirement for true NAC and provisioning, as always.

.In-line.versus routed B



Client visibility?

 Clients real IPv6 addresses can for example be
iInserted in HT TP requests.

* Translations tracking

Client IP insertion.

GET /abc/index.html HTTP 1/0\r\n
Host: foo.com\r\n

Connection: Keep-Alive\r\n
X-Forwarded-For: 2001:db8::6401:101\r\n
\r\




Examples where NAT64 fits in

* Mobile Smartphone providers wishing to widely
deploy IPv6 to customer devices

* Broadband ISP deployments conserving limited
IPv4 resources by deploying an IPv6-only access
tier

 Utility device networks, such as “smart grid”
devices requiring access to existing networks

 IPvb-capable Set-Top Box (STB) networks
requiring access to legacy resources
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Additional DNS64 Functionality Options
via Secure64 DNS Cache
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Additional DNS64 Functionality Options

 Sticky clients

You don’t want a client to change from one NAT64 gateway
to another during a session

* Mixed deployments using views
Any combination of Dual stack, IPv4 only, IPv6 only

» Load balancing via DNS
Multiple DNS64 prefixes

* High availability
Provision multiple DNS servers to the clients
How can we take a NAT64 out of rotation?



Conclusions

- You can start using NAT64/DNS64 with minimal
IPV6 access

- Overall surfing experience is seamless to v6-
only end-users/customers

- Check your use cases — enterprise customers?
- It's a step in right direction (compare NAT444)



Additional Resources and Reference

 Brocade ADP: www.brocade.com/adx

e Secure64: www.secureb4.com

* Brocade and Secure64 Joint Whitepaper

* http://www.brocade.com/forms/getFile?p=documents/white paper
s/Deploying-NAT64 GA-SG64 Final.pdf

* Go to Brocade.com/adx and look for “Deploying NAT64 and DNS 64
with the Brocade Serveriron ADX and Secure64 DNS Cache
Platforms” under Whitepaper tab.
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Thank You
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