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#6
Accidentally publishing data

Thinking data wont be published





Files on the server

[user@linuxdev www]$ ls -la

total 12

drwxrwx--- 3 user user 4096 Nov 21 16:32 .

drwxrwx--- 18 user user 4096 Nov 21 16:32 ..

drwxrwx--- 2 user user 4096 Nov 21 16:32 .git

drwxrwx--- 2 user user 4096 Nov 21 16:32 js

drwxrwx--- 2 user user 4096 Nov 21 16:32 content

-r--r----- 1 user user 1036 Nov 21 16:32 index.html
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Response Headers

X-Usergroup: Admins

X-Session: 14758f1afd44c09b7992073ccf00b43d

Cookies

UserRole: Admin
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http://www.example.com?step=1&session=14758f1afd44c09b7992073ccf00b43d

http://www.example.com/14758f1afd44c09b7992073ccf00b43d/index.html
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<input type="hidden" name="__EVENTTARGET" id="__EVENTTARGET" value="" />

<input type="hidden" name="__EVENTARGUMENT" id="__EVENTARGUMENT" value="" />

<input type="hidden" name="__VIEWSTATE" id="__VIEWSTATE" value="/wEPDwULLTEyMzE0Mjg3NjgPZB

YEZg9kFgwCBA8PFgIeB1Zpc2libGVoZGQCBQ8PFgIfAGhkZAIGDw8WAh8AaGQWAgIBDw8WAh4EVGV4dAU

PMDc3MSAtIDE0IDE1IDE2ZGQCBw8PFgIfAGhkZAIIDw8WAh8AaGRkAgoPDxYCHwBoZBYEAgEPDxYCHwBoZ

BYCAgEPDxYCHwEFBDEwMDBkZAIDDw8WAh8AaGQWAgIBDw8WAh8BBQIzMGRkAgEPDxYCHwEFFzwhLS0g

U2lzc2lzIHZlcnNpb24gLS0+ZGRkj6kdnfLuJSOWJIP6KsrotyG0+85G0/SQFeKZF0W2Uz4=" />
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Know your application

Check your server

Consider everything published



www.owasp.org


