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Accidentally publishing data
Thinking data wont be published







[user@linuxdev www]$ 1ls
total 12

drwxrwx--- 3 user user
drwxrwx--- 18 user user
drwxrwx--- 2 user user
drwxrwx--- 2 user user
drwxrwx--- 2 user user
-r--r----- 1 user user

-la

4096
4096
4096
4096
4096
1036

Nov
Nov
Nov
Nov
Nov
Nov

.git

Js

content
index.html
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[user@linuxdev www]$ 1ls
total 12
drwxrwx--- 3 user user

drwxrwx—--- 2 user user
-r--r—-—-———-—- 1 user user

-la

4096 Nov 21 16:32

4096 Nov 21 16:32 content
1036 Nov 21 16:32 index.html
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Response Headers
X-Usergroup: Admins
X-Session: 14758f1afd44c09b7992073ccf00b43d

Cookies
UserRole: Admin
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http://www.example.com?step=1&session=14758f1afd44c09b7992073ccf00b43d
http://www.example.com/14758f1afd44c09b7992073ccf00b43d/index.html
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<input type="hidden" name="__ EVENTTARGET" id="__ EVENTTARGET" value="" />
<input type="hidden" name="__ EVENTARGUMENT" id="__ EVENTARGUMENT" value="" />
<input type="hidden" name="__VIEWSTATE" id="__ VIEWSTATE" value="/wEPDwWULLTEyMzEOMjg3NjgPZB
YEZg9kFgwCBA8PFgleB1Zpc2libGVoZGQCBQ8PFgIfAGhkZAIGDW8WAh8AaGQWAgIBDW8WAh4EVGV4dAU

PMDc3MSAtIDEOIDE1IDE2ZGQCBwW8PFgIfAGhkZAIIDW8WAh8AaGRkAgoPDxYCHwBoZBYEAgEPDxYCHwBoZ
BYCAgEPDxYCHWEFBDEwWMDBkZAIDDW8WAh8AaGQWAgIBDW8WAh8BBQIzMGRkAgEPDxYCHWEFFzwhLSOg
U2lzc2(zIHZlcnNpb24gLS0+ZGRKjé6kdnfLUJSOWJIP6KsrotyGO+85G0/SQFeKZFOW2Uz4=" />
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Server Error in '/' Application.

A network-related or instance-specific error occurred while establishing a connection to SQL Server. The server was not found or was not accessible.
N Verify that the instance name is correct and that SQL Server is configured to allow remote connections. (provider: Named Pipes Provider, error: 40 -
Could not open a connection to SQL Server)

Description: An unhandled exception cccurred during the execution of the current web request. Please review the stack trace for more information about the errer and where it eriginated in the code.

Exception Details: System Data.SqlClient. SglException: A network-related or instance-specific error cccurred while establishing a connection to 3QL Server. The server was not found or was not accessible. Verify that the instance name is correct and that SQL Server is configured to allow
remote connections. (provider: Named Pipes Provider, errer: 40 - Could net open a connection to SQL Server)

Source Error:

Line 14: ?sing (var conn = new SqlConnection("Server=db.internal.com;Database=mydatabase;User Id=appdbuser;Password=supersecretpassword"”)})

Line 15:

Line 16: conn.0pen();

Line 17:

Line 18: 1

Source File: c\Users\fredrik\Documents\Visual Studio 2012\Prejec A pplic ati Applic ati Default.aspe.cs  Line: 16

Stack Trace:
: [SqlException (0x80131904): A network-related or instance-specific error occurred while establishing a_connection to SQL Server. The server was not found or was
] eS On t e Server System.Data.sqlClient. 311nterna1(onnect1on onError(sglException exception, Boolean breakConnection) +4890587

System.Data.SqlClient. Ty

sParser .ThrowExceptionAndwWarning(TdsParserStateObject stateObj) +194
System.Data.sqlClient.TdsParser.Connect(ServerInfo serverInfo, Sq1Interna%Connect1oans connHandler, Boolean ignoresniOpenTimeout, Int64 timerExpire, Boolear
System.Data.SqlClient.SqlInternalConnectionTds.AttemptOnelLogin(ServerInfo serverInfo, String newPassword, Boolean ignoreSniOpenTimeout, Int64 timerExpire, Sc
System.Data.sqlClient.SqlInternalConnectionTds.LoginNoFailover (String host, String newPassword, Boolean red1rectedUserInstance Sq1c0nnect1on owningObject, ¢
System.Data.SqlClient.SglInternalConnectionTds. 0penLog1nEn11st(Sq1CDnnect1un owningObject, Sq1C0nnect1onStr1ng connect1on0pt1on5, String newPassworg Boolear
System.Data.SqlClient.SglInternalConnectionTds..ctor (DbConnectionPoolldentity identity, Sq1(nnnect1nn5tr1ng connectionOptions, Object providerInfo, i
System.Data.sqlClient.SglConnactionFactory. (reatecunnect1on(DbConnect1on0pt1ons options, Object poolGroupProvideriInfo, DbConnactionPoo pool,
System.Data.ProviderBase.DbConnectionFactory.CreatePooledConnection(DbConnection owningConnection, DbConnectionPool pool, DbConnect1on0pt1ons options) +31
System.Data.ProviderBase.DbConnectionPool.Createobject (DbConnection owningobject) +431
System.Data.ProviderBase.DbConnectionPoo]l.UserCreateRequest(DbConnection owningObject) +66
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» Know your application




» Know your application
» Check your server




» Know your application
» Check your server
» Consider everything published
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