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Alter ego
Publicist, Lecturer
Analyst, Investigator

Pro Bono
photo: Magazine Café
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Alter ego
Mass Media 
Law Enforcement

Trends, Modus Operandi
OSINT

Contributor / Awareness
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Alter ego
Mass Media 
Law Enforcement

Trends, Modus Operandi
OSINT

Sometimes need to dig deep..

photo: imagecollectiononline.com
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Alter ego
Mass Media 
Law Enforcement

Trends, Modus Operandi
OSINT
Open Source Intelligence
(Open sources on the internet)

..and largely to get the whole picture.
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The boundary between..
The only way to prevent and bring awareness, is to 
fully understand it yourself..

..but only tell the necessary parts to the public

Otherwise, awareness risks to be a balance that
borders to be a useful idiot to new fraudsters
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Traditional smörgåsbord

naah..
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Customize
Pick what components
you need!

photo: thisiswhyimbroke.com
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Variations..
Targets
Setups
Approach
Marketing
Distribution
Layers of decoys

photo: thisiswhyimbroke.com
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Next phase..

When you got your victims.

photo: dreamstime.com
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Hide and seek..
Targets
Setups
Approach
Marketing
Distribution
Layers of decoys

Payment methods
Layers of payees
Decoys
Risk spreading
Money laundering
Etc.

Squeeze value from info

photo: thisiswhyimbroke.com
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In the past few year(s)
Domain name related abuse

Bild 13
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False registrant data

Q1 2017:
Appr. 6500 .se-domains were deactivated and later 
released. (Reason: Reuse of names, orgno, email etc.)
fictive identities

Bild 14
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False registrant data

”Learn and adapt”
But since May 2017:
The contacts is only related to 2 domains each. 
And the problems continues.
What kind of problems?

Bild 15
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False registrant data
It may be a new look, but it’s the “same coin” 

• False ”generated” information 
(often with own valid email and phone)

• ”Hijacked” information from other registrants – looks valid!
(often with own valid email and phone)

Bild 16

photo: riksbank.se
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Released ..with a history

Backlinks to a domain.. along with historical hijacked 
content is being abused for Grey/Black Hat SEO and 
especially for an increasing amount of false Counterfeit
websites.
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Released ..with a history

Appr. 70% of catched names left a lifcycle of 2-10 
years

From 50 up to 500 each day
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About the same proportion we see the addresses in a e-mail client..
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CEO Frauds / BEC - typos
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CEO Frauds / BEC - typos
l instead of i
q instead of g
0 instead of o
r+n instead of m
n instead of m
Dashes (-) in domains

Bild 24

svenska*
sveriges*
swedish*
*ab.se
*sverige.se
*sweden.se
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CEO Frauds / BEC

Bild 25

Spoofed e-mail addresses (one way communication)
E-mail under Typo Domains (Two-way communications)
E-mail under Alt. TLD (Two-way communications)
Free web mail, Displayed Names (Two-way communications)
+ other types, that I will show you!
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CEO Frauds / BEC

Bild 26

• But comes in variations.. Either pretty simple comparble to spear phishing mail
(Usually either 9 600 or 36 000 EUR) 

• Or advanced and sophisticated, often initiated by a trojan, man-in-the-email, etc
Many phases and steps, before ”the hit” 
More comparable with romance scams

..up to 50 000 000 EUR or even 100 000 000 USD

BEC is the ”new” 419 type of scams..
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screen: fortune.com

screen: softpedia.com
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Law Enforcement estimates that
20 percent of BEC succeeds

screen: fortune.com

screen: softpedia.com

screen: ic3.gov
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next..
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TOFROM

Lack of understanding of the domain name hierarchy / addressing



iis.se

Consumer traps subdomains

Bild 30

nojesguiden.se-aftonbladet.se
aftonbladet.se-nojesguiden.se
secure.se-nordea.se
nordea.se-secure.se

What consumers see
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nojesguiden.se-aftonbladet.se
aftonbladet.se-nojesguiden.se
secure.se-nordea.se
nordea.se-secure.se

Or they will see

Consumer traps subdomains
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Consumer traps

Bild 32

se-aftonbladet.se
se-nojesguiden.se
se-nordea.se
se-secure.se

Monitoring new types
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Operation Homoki

A case study where the domain name usage
is the ultimate tool for crime and how it get 
refined over time.
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Since early 2014, hundreds of domains have been
registered with hijacked valid company information, 
except for tele and e-mail.

The domain names have been used by a group for credit 
frauds, BEC, social engineering and Bank frauds ..in 
different and changing combinations.

Bild 34

Operation Homoki
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Operation Homoki

Gang suspected to be behind thousands of computer 
breaches - may be the largest IT-investigation ever

One of the largest data intrusion investigations in Sweden ever rolled up, 
SVT News can reveal. Eight people are being charged on Monday in Malmo 
suspected of thousands of data violations against companies, authorities 
and a parliamentary party - the Swedish Democrats.

Screen: svt.se
September 2017
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2013 2014 2015 2016 2017

timeline
Operation Homoki
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2013 2014 2015 2016 2017

Feb 2013
Jan Nowak AB | 2 millions in unpaid demands
Homoki Sweden AB | 2 millions in unpaid demands

Credit frauds

and..
(Authorities dont do credit controls in Sweden..)
Maps and register over real estates and owners
Company register / Swedish companies
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2013 2014 2015 2016 2017

Feb 2013
Jan Nowak AB | 2 millions in unpaid demands
Homoki Sweden AB | 2 millions in unpaid demands

Credit frauds

and..
(Authorities dont do credit controls in Sweden..)
Maps and register over real estates and owners
Company register / Swedish companies

Registered unpaid demands
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2013 2014 2015 2016 2017

Jan 2014
Register domain names on existing companies, 
with their own mail and phone number

mail
create one page websites 
(with false postal address and phone numbers)

purchase@acme.se

purchase@acmeab.se
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2013 2014 2015 2016 2017

purchase@acmeab.se ”Techretail providers”10-15 large orders

Acme ABDelivery address

purchase@acme.se

InvoiceProcucts

Jan 2014
Register domain names on existing companies, 
with their own mail and phone number

mail
create one page websites 
(with false postal address and phone numbers)
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2013 2014 2015 2016 2017

March 2014
Started a company that sold "imported 
products" on websites and sale 
platforms.

“imported products” = stolen goods
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2013 2014 2015 2016 2017

April 2014 
Register domain names on existing 
companies, with own mail and number

mail
301 to original web page
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2013 2014 2015 2016 2017

June- 2014
Register domain names on existing companies, with 
own mail and number

Changed addresses and phone numbers on online 
registers for the hijacked company, to manipulate 
check ups.

mail
301 to original web page
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2013 2014 2015 2016 2017

Q1 2015
Register domain names on existing 
companies, with own mail and 
number

Changed addresses and phone 
numbers on online registers

mail
301 to original web page

1 Registrar (Domain)
1 NS provider
1 Hosting Provider (301/php)

”Learning the infrastructure and responsibilities”
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2013 2014 2015 2016 2017

Q2 2015
Starts to send invoices and tender 
requests, with malicious attachments.
Trojans, keyloggers etc (.docm/.pdf)

Depending on who and what 
information they steal, the victim get 
impersonated in different ways.
Logins, e-mail conversations get 
hijacked etc.
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2013 2014 2015 2016 2017

Q2 2015
Starts to send invoices and tender 
requests, with malicious attachments.
Trojans, keyloggers etc (.docm/.pdf)

Depending on who and what 
information they steal, the victim get 
impersonated in different ways.
Logins, e-mail conversations get 
hijacked etc.
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2013 2014 2015 2016 2017

Q3 2015
Hijack persons e-IDs

And sign changes of board members in 
companies.

I some cases, they open accounts and 
take new credits/loans

In other cases, they open up new 
accounts with new suppliers
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2013 2014 2015 2016 2017

Q1 2016
Impersonates to be CEO of a company 
and emailing their bank, claiming they 
have a new leasing partner. And asking 
the bank to send a large sum to the new 
partners account.

The new partner is a newly formed 
company, signed with hijacked e-ID

Since this worked, they repeated this 
modus to a number of banks and 
financial institutes..
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2013 2014 2015 2016 2017

Aug 2016
It is confirmed that they have hacked 
several thousands of clients and to 
show another type, say hello to the 
Brazilian soccer player “Hulk”!

screen: sydsvenskan.se
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2013 2014 2015 2016 2017

Hulk is being sold from S:t Petersburg 
(Russia) to SIPG (Shanghai) via Hulks 
manager in Brazil..for 50 000 000 Euro

And our fraudsters manage to fool SIPG to 
pay  1 million Euro to Malmoe, Sweden, by 
man-in-the-email!

screen: sydsvenskan.se
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2013 2014 2015 2016 2017

And now for the devil in the details..

Shanghai -> Brazil
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2013 2014 2015 2016 2017

And now for the devil in the details..

Shanghai -> Brazil

Brazil -> Shanghai 
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1. Impersonate the CEO 
of one of Swedens largest 
techretailers

(25 physical shops and 
webshop, 1.7 billion SEK)

2. Email their payment 
partner, asking them to change 
paying account for the 
company (4 shops) along with 
a correct filled form and a copy 
of passport.

Preparation
You have sent a email to a 
CEO, with a malicious 
attachement, that is sending 
you screenshots of what the 
CEO sees on his screen.

3. The day after, recieve a 
email that the change is 
completed along with status of 
the account.

4. Transferred 420 000 SEK 
to another account.
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2016-05-09 13:02:23     [webhallensverige.se] get registered 
7 minutes from registration

2 hours 28 minutes later
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screen: ehandel.se
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2013 2014 2015 2016 2017

My challange was: 

1. To find the domain names ”ad hoc”
Reused of registrant data, patterns, small details, used the same 10 registars

2. Match investigators at the police with the correct registrar/Hosting partner (to secure evidence)

3. Contact the hijacked company to ensure they were informed..

screen: trustmapp.com
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Heard in a wire tapping in the summer of 2016, between two 
suspects when they were planning to register a new domain name:

"We can not register .se, because that damn 
Forsman is working there!“

Operation Homoki
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Homoki I+II
Since 2013 and continuously.
”Special national event”

”Hundreds” of .se- and .nu-domains

Gigantic investigation.
Every police region i Sweden, 13 
prosecutors, 50 full time investigators.

1 of 5 trials
Split by modus, so that different parts 
are judged separately.

Operation Homoki
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Change of focus:

FROM the usual usage as aliases of content and e-mail addresses

TO complete tools of crime. 

(Domains solely registered for hoax emails used in BEC and credit
frauds.)

Bild 61

Stop and think..
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Thank you!
IIS Registry
Abuse and Prevention
Peter Forsman
peter.forsman@iis.se


