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Number of reported fraud

Development of fraud reported to the Swedish police
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Spear phishing, social engineering, Crime-as-a-
service and more...
A case study
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Everyday communication...




The friend hands over her login
(digipass) details to the internet
bank...
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That is a complicated road to
travel...time to change direction.
What do we know about the
transaction and it's digital
footprints?
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Is it even possible to move on?
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Got you !
Nothing is impossible, or is it?
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Are we up to date with the
criminals within the technological
evolution?



“I'd like 150 pounds, please”
T={Amount: 150, Currency:GBP, Date:2014-05-20 }

CARD ATM/POS ISSUER
Knows: KEY, ATC Knows: T, UN Knows: KEY, ATC

Computes ARQC as !
i cryptographic checksum |
{including: KEY,ATC,T,UN

Validates ARQC
using: KEY,ATC, T,UN

Computes ARPC as
. cryptographic checksum
including: ARC

ARC,ARPC

T: Transaction data (amount, currency, date, ...)
KEY: Secret crypto key (3DES/AES)

ATC: Application Transaction Counter

UN: Unpredictable Number (a.k.a. nonce)
ARQC: Authorisation Request Cryptogram
ARC: Authorisation Response Code

ARPC: Authorisation Response Cryptogram
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At the same time in the criminal world......

40 cards total loss 680.000 dollar.



Impact of the fraud situation

- A threat to the monitary system
- A threat to society

But:

- Too much losses increase the propensity of change
- The politicians act...

- PSD2/GDPR
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