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Blast eller bargad pa natet?
Vad kan en stackars anvandare gora?

Anne-Marie Eklund Lowinder, Chief Information Security Officer

@amelsec
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A 100,000-router botnet is feeding on a
5-year-old UPnP bug in Broadcom chips

At least 116 different router models are infected by unusually well-written malware.

DAN GOODIN - 11/12/2018, 10:20 PM
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2 Check Point LIVE CYBER THREAT MAP DONT WAIT TOBE ATACKED

£ PREVENTION STARTS NOW>
Ui iasa U d o 2876 774 ATTACKS ON THIS DAY
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https://www.youtube.com/watch?v=Ilc7scxvKQOo INTERNETSTIFTELSEN



LEGAL TENDER
UBLIC AND PRIVATE
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SOCIAL
ENGINEERING

- The clever manipulation
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https://www.dailystar.co.uk/news/latest-news/spies-raf-tinder-hacked-secret-16875550
https://www.youtube.com/watch?v=lc7scxvKQOo

Bild av TeroVesalainen fran Pixabay INTERNETSTIFTELSEN |



Text Message
Today 9:14 AM

Free candy.
Sign up to our mailing list
Http://agb&!|ku.ne
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https://www.washingtonpost.com/news/innovations/wp/2017/07/21/how-a-fish-tank-helped-hack-a-casino/

Don’t hack
me, bro!

Why am | hacking my own heart: https://www.youtube.com/watch?v=80QcB3DMA1NU

Can a hacker break my heart? https://www.youtube.com/watch?v=W1YWpVMpPi8 TINTERNETSTIFTELSEN "


https://www.youtube.com/watch?v=8QcB3DMA1NU
https://www.youtube.com/watch?v=W1YWpVMpPi8
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Pontus Johnson, professor vid KTH, forklarar hur hackare tar sig in i olika hushallsobjekt.
Foto: Vidar Ruud/TT/Gustaf Kilander/SVT

Sa hackas dina grejer: "Da kan
man ta over de har objekten helt
och hallet”

Publicerad igar 15.27 INTERNETSTIFTELSEN f
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® SHODAN _ Q  Explore  DeveloperPricing  Enterprise Access  Contact Us

The search engine for the Internet of Thmgs

Shodan is the world's first search engine for Internet-connected devices.

Create a Free Account

Explore the Internet of Things See the Big Picture

Use Shodan to discover which of your devices are connected to the Internet, oy Websites are just one part of the Internet. There are power plants, Smart TVs,

where they are located and who is using them. refrigerators and much more that can be found with Shodan!

Monitor Network Security R Get a Competitive Advantage
Keep track of all the computers on your network that are directly accessible ~_ | Who is using your product? Where are they located? Use Shodan to perform
from the Internet. Shodan lets you understand your digital footprint. empirical market intelligence
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Select losses greater than 30,000 records

World's Biggest Data Breaches & Hacks

Last updated: 1 April 2019
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Home Notifyme Domainsearch Who'sbeenpwned Passwords APl About Donate B#P

»--have i been pwned?

Check if you have an account that has been compromised in a data breach

Lemail address pwned?

https://havelbeenpwned.com/
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https://haveibeenpwned.com/

LOsenord

123456
password
123456789
12345678
12345
111111
1234567
sunshine

qwerty

loveyou

Bild av Arek Socha fran Pixabay INTERNETSTIFTELSEN *



https://pixabay.com/sv/users/qimono-1962238/?utm_source=link-attribution&utm_medium=referral&utm_campaign=image&utm_content=2114350
https://pixabay.com/sv/?utm_source=link-attribution&utm_medium=referral&utm_campaign=image&utm_content=2114350

Vilka drabbas?

Alla!
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Bild av andreas160578 fran Pixabay
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https://pixabay.com/sv/users/andreas160578-2383079/?utm_source=link-attribution&utm_medium=referral&utm_campaign=image&utm_content=1331259
https://pixabay.com/sv/?utm_source=link-attribution&utm_medium=referral&utm_campaign=image&utm_content=1331259

Bild av Sarah Richter fran Pixabay INTERNETSTIFTELSEN *


https://pixabay.com/sv/users/SarahRichterArt-1546275/?utm_source=link-attribution&utm_medium=referral&utm_campaign=image&utm_content=2435056
https://pixabay.com/sv/?utm_source=link-attribution&utm_medium=referral&utm_campaign=image&utm_content=2435056
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The Internet Is
too complex to
secure. One of
the reasons IS
that 1t IS too
complex to

understand.
(Bruce
Schneler,
2001)
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